Critical Elements of a BCP/Disaster Recovery Plan

· Introduction
· Defined purpose, scope and objectives
· High level overview of key groups/organization and scope of work
· Clear lines of communication (Contact Lists) – each with a strategy and a plan
· Company
· Customers
· Vendors
· Services
· Media
· Government
· Other Critical Stakeholders
· Defined roles and responsibilities
· Meeting locations (command centers) with alternatives
· A process for activating and deactivating the command center
· A method for initiating and standing down the BCP 
· Method for conducting an Impact Assessment (proactive impact assessment)
· Critical processes and programs with associated risks including mitigation
· Including dependencies (internal & external)
· Plan for responding to a business disruption with regard to:
· Playbook like section that includes if-then decision making flows
· People (safety of people)
· Facility (Perimeter security/building/finished goods)
· IT infrastructure & systems
· Material (Raw)
· Production 
· Capital
· Details for managing an incident (will include events with forewarning & those without)
· Incident Response – includes impact assessment
· Alternate Recovery Sites
· Capacity and Lead time
· Regulatory Requirements
· Activation Processes
· Record Keeping (required documentation in support of insurance claims, actions taken, etc)
· Executing Recovery Strategy and Action Steps (return to normal)
· Post-mortem review
· Training Plan
· Testing Plan (include post-mortem review)
· Auditing Plan
· Review Cycle
· Glossary of Terms with Acronyms
· Include checklists where appropriate to assist plan owners in execution

