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Business Continuity Management
Best Practice Guide


Overview

Business Continuity Management can be defined as activities, programs and systems developed and implemented prior to an incident that are used to mitigate, respond to and recover from disruptions, disasters or emergencies. Business continuity is an ongoing process, not a one-time project. A complete and tested plan means you have the framework in place to respond effectively to any size emergency, focused on protecting employees & property, communicating to key stakeholders, and recovering & restoring the most critical business activities within acceptable timeframes. 
 

Every business faces major unknowns; from earthquakes, typhoons and hurricanes to fires, terrorism and cyber attacks; it is vital to have plans in place which support business continuity. Before the September 2001 attack on America many business executives said that they saw BCP as an inefficient use of resources, i.e. an expenditure which brings no return on investment. But statistics tell a different story, and events like 9-11 serve as dramatic reminders that it is vital for every company to have plans in place to ensure business continuity, including the continuity of suppliers and logistics - especially as globalization and interdependencies continue to grow. Business Continuity Plans cost relatively little in comparison to what a company could potentially lose in a major incident. It's never too late to begin....now is the time to develop, document, implement and regularly test your business continuity plan. 

The objective of this document is to serve as a guide and best practice to business continuity management and provide references that can your organization or function can use. All additional supporting documents referenced throughout this guide can be found in the Appendix.
1.0 Terms and Definitions (Taken from DRI International)
Alternate Site - Location, other than the main facility, that can be used to conduct business functions.

Auditing - Thorough examination and evaluation of plans and procedures to verify their correctness and currency.

Business Continuity Planning - Process of developing advance arrangements and procedures that enable an organization to respond to an event in such a manner that critical business functions continue without interruption or essential change.

Business Impact Analysis - Process of determining the impact on an organization should a potential loss identified by the risk analysis actually occur. The BIA should quantify, where possible, the loss impact from both a business interruption (number of days) and a financial standpoint.

Business Resumption Planning - Process of developing advance arrangements and procedures that enable an organization to respond to an event that lasts for an unacceptable period of time and return to performing its critical business functions after an interruption.

Cold Site - Alternate operating facility that is void of any resources or equipment except air-conditioning and electrical wiring. Equipment and resources must be installed in such a facility to duplicate the critical business functions of an organization. Using a cold site requires time for equipment delivery, installation, and testing. Cold sites vary depending on available communications facilities, UPS systems, and mobility. Also known as a shell site.

Command Operations Center - Facility separate from the main facility and equipped with adequate communications equipment from which initial recovery efforts are manned and media-business communications are maintained. The management team uses this facility temporarily to begin coordinating the recovery process and its use continues until the alternate sites are functional.

Contingency Planning - Process of developing advance arrangements and procedures that enable an organization to respond to an event that could occur by chance or unforeseen circumstances.

Controls - Measures designed to reduce or deter threats.

Critical Functions - Business functions that must be restored in event of a disruption to ensure the ability to protect the organization's assets, meet organizational needs, and satisfy regulations.

Data Communications - Movement of data between geographically separate locations via public and/or private electrical or optical transmission systems.

Declaration Fee - One-time charge paid to the provider of an alternative site facility at the time a disaster is officially declared.

Disaster - A sudden, unplanned calamitous event causing great damage or loss. In the business environment, any event that creates an inability on an organization’s part to provide the critical business functions for some predetermined period of time.

Disaster Mitigation - Actions and activities to eliminate or reduce the degree of risk to life and property from hazards.

Disaster Preparedness - Activities, programs, and systems developed prior to a disaster that are used to support and enhance mitigation, response, and recovery to disasters.

Disaster Recovery - Activities and programs designed to return the entity to an acceptable condition
Disaster Recovery Plan - Approved set of arrangements and procedures that enable an organization to respond to a disaster and resume its critical business functions within a defined time frame.

Disaster Recovery Planning - Process of developing advance arrangements and procedures that enable an organization to respond to a disaster and resume the critical business functions within a predetermined period of time, minimize the amount of loss, and repair or replace the damaged facilities as soon as possible.

Disaster Response - Activities designed to address the disaster's immediate and short-term effects.

Electronic Vaulting - Transferring of journaled transactions or data records to a remote back-up location using telecommunications facilities.

Hot Site - Alternate facility with equipment and resources to recover the critical business functions affected by a disaster. Hot sites vary depending on the type of facilities offered (such as data processing equipment, communications equipment, electrical power, etc.).

I/T - Information technology

Incident Command System - The combination of facilities, equipment, personnel, procedures, and communications operating within a common organizational structure used to manage assigned resources to effectively accomplish stated objectives pertaining to an incident. (As described in the document Incident Command System, ISBN 0-87939-051-4, First Edition, 10/83, Fire Protection Publications, Oklahoma State University, Stillwater, OK 74078.)

Infrastructure - Basic installations and facilities on which the continuance and growth of a community depend, such as power plants, transportation systems, and communications systems, etc.

Local Area Network (LAN) - Short distance network used to connect terminals, computers, and peripherals under some standard form, usually within one building or a group of buildings. A LAN does not use public carriers to link its components, although it may have a "gateway" outside the LAN that uses a public carrier.

Loss - Unrecoverable business resources that are redirected or removed as a result of a disaster. Such losses may include loss of life, revenue, market share, competitive stature, public image, facilities, or operational capability.

Mitigate - To make or become milder, less severe, or less painful.

Modem (Modulator Demodulator unit) - Device that converts data communications analog signals to digital signals and back again.

Off-Site Storage - Alternate facility, other than the main facility, where duplicated vital records and documentation may be stored for use during disaster recovery.

Planning Project Teams - Groups of people representing key organizational areas that work together and follow documented responsibilities for the design, development, and implementation of a business continuity plan.

Project Management - Planning, organizing, and managing tasks and resources to accomplish a defined objective, usually under time and cost constraints.

Reciprocal Agreement - Agreement between two organizations with basically the same equipment that allows one organization to process data for the other in case of disaster.

Recovery Point Objective (RPO) - The point in time at which data must be restored in order to resume processing transactions.

Recovery Time Objective (RTO) - The maximum acceptable length of time that can elapse before the lack of a business function severely impacts the business entity. The RTO is comprised of two components: the time before a disaster is declared, and the time to perform tasks (documented in the disaster recovery plan) to the point of business resumption.

Relocatable Shell - Computer-ready cold site that can be transported to a disaster site so that needed equipment can be obtained and installed near the original location.

Risk - Potential for exposure to loss. Risks, either man-made or natural, are constant throughout our daily lives. The potential is usually measured by its probability in years.

Risk Analysis - Process of identifying the risks to an organization, assessing the critical functions necessary for an organization to continue business operations, defining the controls in place to reduce organization exposure, and evaluating the cost for such controls. Risk analysis often involves an evaluation of the probabilities of a particular event.

Structured Walk-Through Exercise - Simulated method used to exercise or test a completed disaster recovery plan. Team members meet to verbally walk through each step of the plan to confirm the plan effectiveness and identify gaps, bottlenecks, or other plan weaknesses.

Telecommunications - Literally, communicating at a distance. With respect to data communications, telecommunications is a general term that applies to data transmitted by electrical, optical, or acoustical means between separate processing facilities.

Threats - Event that causes a risk to become a loss. Threats consist of natural phenomena such as tornadoes and earthquakes and man-made incidents such as bomb threats, disgruntled employees, and power failures.

Warm Site - Partially equipped alternate site.

Wide Area Network (WAN) - Network linking metropolitan, campus, or local area networks across greater distances, usually accomplished using common carrier lines. 

2.0 Business Continuity Management
Before starting to create a Business Continuity Plan it is necessary to get the full support of the management and governance of your organization. Without, it will be very difficult to push BCP plans through the entire company to the level of completion needed. Furthermore, directors should be involved in the strategic design of the BCP as it will help to create a realistic plan which will be focused on the most critical business interests of the company. 
To be effective, a business continuity management (BCM) program should be an integrated management process driven from the top down, endorsed and promoted by company managers and executives. It should be managed at both the organizational and operational levels. The organization should develop a formal, written BCM policy. Initially this policy can be at a high level with further refinement as the BCM capability is refined. The policy should apply to all company sites and be approved, regularly reviewed and updated by top management.
The BCM policy statement should provide a high-level overview of the objectives to set expectations and drive consistent business continuity performance throughout the company.  The contents of the policy statement should define specific actions from every employee in the organization related to the business continuity program.  Documents 1 and 2 are Sample Policy Statements and can be found in Appendix I.
3.0 BCM Steering Committee

The company should assemble the team which will be responsible for overseeing the BCM program and initiating the business continuity planning process. The BCM steering committee is best comprised of senior managers representing all critical business and support functions. This team will serve as the central focal point during the entire business continuity planning process. Specific duties of the steering committee include:
· providing top down support and endorsement for the BCM program

· establishing company risk tolerance & recovery priorities
· validating critical business functions and business recovery strategies

· designating BCM team members from each critical business function

· ensuring planning and documentation meets established timelines 

· conducting periodic evaluation of BCM program based off performance objectives
4.0 Corporate Loss Prevention Programs

Various prevention & mitigation programs are best managed and coordinated at the corporate level (if the company has multiple sites). One such example of a corporate loss prevention program is pandemic planning. In response to recent outbreaks of avian flu (bird flu), companies are encouraged to establish a plan to maintain manufacturing / service functionality in the event of a pandemic outbreak.  

Since a new strain of influenza virus (H5NI) has been found in birds in many parts of the world, and it has been shown that this virus can infect and kill humans, companies should prepare for this threat by developing plans to protect their workforce and to maintain global operations. 

The World Health Organization (WHO) has established a phased approach that correlates to the severity of the potential pandemic and outlines the recommended national and international public health actions. Companies are encouraged to use this approach in deciding when to implement various response strategies. As of March 2009, the current WHO category designation is Phase III.  

	WHO Pandemic Periods and Phases 

	PERIOD
	PHASE
	DESCRIPTION

	Interpandemic Period* 
	Phase I 
	No new influenza virus subtypes have been detected in humans. An influenza virus subtype that has caused human infection may be present in animals. If present in animals, the risk* of human infection is considered to be low. 

	
	Phase II 
	No new influenza virus subtypes have been detected in humans. However, a circulating animal influenza virus subtype poses a substantial risk of human disease. 

	Pandemic 

Alert Period** 
	Phase III 
	Human infection(s) with a new subtype, but no human-to-human spread, or at most rare instances of spread to a close contact. 

	
	Phase IV 
	Small cluster(s) with limited human-to-human transmission but spread is highly localized, suggesting that the virus is not well adapted to humans. 

	
	Phase V 
	Larger cluster(s) but human-to-human spread still localized, suggesting that the virus is becoming increasingly better adapted to humans, but may not yet be fully transmissible (substantial pandemic risk). 

	Pandemic Period 
	Phase VI 
	Increased and sustained transmission in general population. 

	Postpandemic Period 
	Return to interpandemic period. 

	Source: World Health Organization, 2008. 

	* The distinction between phases I and II is based on the risk of human infection or disease from circulating strains in animals.               
 ** The distinction between phases III, IV and V is based on the risk of a pandemic. 


Document 3 is a Sample Pandemic Plan and can be found in Appendix I.

Employee Assistance Programs
Another type of corporate program is the EAP or Employee Assistance Program. On a day-to-day basis and in case of any site disaster, your employees should be your number one priority and number one asset. Without your employees you have no business. Employee loyalty can be built and fortified in the aftermath of a site or regional disaster by providing employee assistance. Employee Assistance Programs are employee benefit programs offered by many employers, typically in conjunction with a health insurance plan. EAPs are intended to help employees deal with personal problems that might adversely impact their work performance, health, and well-being. EAPs generally include assessment, short-term counseling and referral services for employees and their household members. These programs can be enhanced by companies after a disaster to offer additional assistance to employees including temporary housing, salary advance, day-care services, vacation payouts, subsidies for damaged homes, etc. Employees will be forever loyal and never forget the help a company can provide when in times of need. 
5.0 Site Hazards Assessment

Too many organizations start a business continuity or disaster recovery program without knowing what threats the organization faces, or what the impact of a disruption will be on the organization. The result is that they focus too much protecting against the wrong threats, or focus too little protecting against the threats that really matter. Even worse, they fail to anticipate important threats, or fail to recognize the impact an apparently minor threat may have. 
To achieve successful readiness, each year the company should evaluate risks. During a risk assessment, potential threats to your business are revealed. Look at threats from natural and environmental events, technological events, and from human events (see example threat list below). 

The BCP team should identify threats and conduct a risk assessment which will help to identify the areas on which the plan should focus, as it’s impossible to avoid or mitigate all risk. The team will have to prioritize depending on likelihood of the risk and the severity of business impact. It is important to analyze all risk and threats whether they be natural, human or technological. 

Once the risk assessment has been done, a process to manage or mitigate the risks is required. Preventive measures should be put in place in order to best protect the company. For example, risks may be mitigated by physical means such as installing automatic sprinkler protection, lightning arrestors or hurricane doors. Other high impact low probability risks which cannot be easily mitigated are prime candidates for Business Continuity Planning. For those sites located within natural hazard zones, a written plan or "pre-emptive playbook" should be developed, documenting the steps necessary to prepare for such disasters. 

Natural Threats
· Tsunami

· Volcano

· Windstorm 

· Lightning

· Flood 

· Snowstorm 

· Drought 

· Earthquake  

· Fire 

· Mudslide, Landslide, Subsidence
· Heat Wave, Freeze 

· Biological Hazards, Pandemic
Technological Threats

· Computer Failure

· Power Failure 
· Loss of Gas Supply 

· Loss of Water Supply 

· Petroleum Shortage 

· Telecommunications Failure

· Equipment Failure

Human Threats






· Chemical Spill

· Gas Release

· Fire / Explosion

· Transportation Accident

· Terrorism 

· Sabotage 

· Riot, War 

· Arson, Vandalism, Theft
· Labor Dispute / Strike
Site Risk Mitigation
Security: Access control is a key factor in preventing unauthorized personnel from entering the premises. Develop a formal access control program consisting of a centralized building entry point for visitors. All visitors should be required to sign-in and be issued a badge and escort to enter the premises. Ensure that all perimeter doors and roof hatches are equipped with contacts that transmit alarms to a constantly attended location. Also consider window break alarms, internal motion detectors and closed circuit TV cameras (CCTV) to better protect against unauthorized access.

High-risk inventory consisting of precious metals, microprocessors, consumer goods, etc. should be secured in a dedicated cage with alarms, CCTVs and restricted access. 

Hazardous Operations: Any manufacturing process that involves hazardous materials (i.e., flammable liquids, flammable gases, etc.) should be well-controlled and provided with protection that meets local codes and insurance company requirements. Flammable liquids, when not in use, should be stored in approved flammable liquids storage cabinets. Dispensing operations should have safeguards provided including proper grounding, ventilation and curbing to contain potential spills.
Fire Protection: All buildings of combustible construction or occupancy should be equipped with automatic sprinkler protection. Sprinkler waterflow alarms should be provided and monitored at a constantly attended location (i.e., central station, fire department, 24X7 security station, etc.). In addition, smoke detectors or manual fire alarms should be provided throughout all areas conducting Cisco critical activities with alarms transmitting to a constantly attended location. All fire protection equipment should be regularly tested per local codes and insurance company requirements.

Hot Work Program: Hot work is defined as any operation that involves open flames or produces heat or sparks, e.g. cutting, grinding, brazing, soldering, welding, chipping, or hot riveting. A hot work permit is a document that serves as a tool to help ensure appropriate precautions are taken before, during, and after hot work is conducted outside of designated hot work areas. Key features of the hot work policy include:
· Permits:  A Hot Work Permit, issued by a permit authorizing individual or department, must be used whenever Hot Work is conducted outside of a designated hot work area.

· Precautions:  Precautions must be clearly communicated before any Hot Work job begins. These include ensuring that automatic sprinkler protection (and other fire protection systems) is in service, removing combustibles within a 35-ft radius and below any elevated work areas, and providing manual fire fighting equipment such as extinguishers and laying out fire hose when available.

· Fire Watch: A continuous fire watch should be provided during and for a minimum of 30-minutes after the operation.  In addition, the Hot Work area should be periodically monitored for a minimum of 4-hours after completion of the job.  Some conditions, such as high risk areas, areas where combustibles can not be completely removed and areas not usually staffed, may require fire watch/monitoring for a longer duration.
Electrical Preventive Maintenance: An Electrical Preventive Maintenance (EPM) program should be performed at least once every three years — and more often for critical components. Specific maintenance frequency depends on the environmental conditions, the importance of the equipment, equipment loading and equipment use.

Schedule a plant shutdown and complete the following recommended actions: 

· Thermographic inspection (a non-invasive method of identifying high temperature excursions which indicate potential problem areas due to loose or dirty connections, load imbalances, or improper installation of equipment) of all electrical equipment prior to any scheduled outage. 

· Circuit breaker and disconnect switch testing by repeatedly opening/closing each to ensure proper operation. In addition, protective relays and circuit breaker trip devices need to be tested and calibrated on a regular basis. Different test sets are often required for the various equipment depending on the manufacturer and the age of the devices. Ensure that the people doing this work have the proper equipment, experience, and training to perform these functions.

· UPS battery testing — the power range of a UPS module will dictate what type of testing and maintenance is appropriate. Test procedures for smaller, single-phase UPS modules (under 12 kVA) are often limited to assessing the integrity of the battery bank, and performing a functional test of the device. For larger, three-phase UPSs (above 10 kVA), testing and diagnostics can be more extensive, with internal maintenance best carried out by dedicated factory service engineers.
Documents 4-7 are Sample Risk Assessments and Mitigation Tools and can be found in Appendix I.

6.0 Business Impact Analysis 

The business impact analysis (BIA) evaluates the impact of the risks and threats that were identified in the site hazard assessment. A good starting point for planning may be to consider a "worst-case scenario". Your building has been badly damaged and cannot be occupied for 30 days. What business processes are mission-critical and how can they be recovered remotely? Look at each business function to understand critical processes, and determine the impact on the company if a function can’t operate. Typical impact categories include lost sales, delayed shipments, poor customer service, etc. The entire concept of business continuity is based on the identification of critical business functions, and then assigning a level of importance to each function. The business impact analysis is the primary tool for gathering this information and assigning overall criticality, recovery time objectives and the high-level resources required to support each business function. The BIA is considered the foundation of business continuity providing the basis for formulating recovery strategies later on in the process.
Information regarding the identification of critical business functions and the effect of an extended outage on each function is collected through interviews with management representing each critical business function. The results of the analysis should provide:

· a description of each critical business function

· the recovery time objective (how quickly the function must be restored in case of disaster)

· the high-level resources required to support each function
· the operational/financial impact to the company should the function be disrupted

Best practice indicates that a Business Impact Analysis should be conducted at the inception of any BCM program. In addition, the BIA should be reviewed and updated at least once annually.
7.0 Emergency Response Planning

The purpose of the Emergency Response Plan is to provide procedures to follow in the immediate timeframe during / following any site emergency situation. The plan's objective is to protect the health, safety, and welfare of employees and visitors at your company sites and to provide for the preservation of property during / following any site emergency.  

Fundamental Components of Emergency Response Plans

Emergency Response Plans must be written and should include at a minimum, the following procedures: 

· Reporting fires and other emergencies
· Evoking the plan

· Notification & activation of the Emergency Response Team

· Evacuating employees
· Accounting for employees after evacuation
· Search, rescue and medical duties 
· Activating the Emergency Operations Center

· Maintaining updated lists of emergency contacts (fire, police, hazmat, ambulance, etc.)
· Conducting site damage assessment

· Repairing / restoring the facilities 

· Training emergency response teams 
· Testing emergency response plans

Documents 8-10 are tools for Emergency Response and can be found in Appendix I.

Facilities Response Plan

The site facilities group plays a vital role in the aftermath of a site disaster. A written Facilities Disaster Response Plan should be developed and maintained by Site Facilities. Key components include:
· Identifying critical facility infrastructure components

· Maintaining emergency call lists for vendors / company management
· Establishing contracts with facilities / restoration vendors

· Developing damage assessment forms and conducting facilities damage assessment 

· Contacting key vendors to assist with facilities repair / restoration

· Establishing a timeline for repair / restoration of building / infrastructure

· Restoring building to pre-disaster conditions as soon as possible

A key part of any facilities response plan is coordination with a reputable "restoration contractor". You may be familiar with contractors that specialize in fire, smoke, water and mold damage restoration for your homes and small commercial businesses such as ServiceMaster and ServPro. There are other similar firms that specialize in restoration for large industrial businesses. Two of the leading firms in this business are Belfor and BMS Catastrophe.  
Documents 11-13 are tools for Facilities Disaster Recovery and can be found in Appendix I.

8.0 Crisis Management Planning
A Crisis Management Team (CMT) should be established and trained prior to any disaster. Ongoing annual training is a best practice. The team should be comprised of the most senior representatives from critical business and support functions (the BCP Steering Committee previously discussed could double as the Crisis Management Team). The primary responsibilities of the CMT are as follows:
· Designate onsite and offsite meeting places

· Develop criteria for declaring a disaster

· Provide leadership and direction during the disaster
· Prioritize recovery actions

· Allocate needed resources

· Control escalation

· Communicate (internal/external) to those that need to know

· Make policy decisions
Part of the communications process should include establishing protocols (central contacts, drawer statements, etc.) and systems (how to disseminate information) following a disaster. Contact lists should be developed and maintained for employees, management, critical partners (commodity suppliers, EMS partners, strategic logistic centers, hubs, transportation providers, etc.), subcontractors, vendors, customers, investment community, etc. The written process should also include notifying Cisco. Cisco requests that a Crisis Event Notification email be sent to the Supply Chain Risk Management group (supply-risk@cisco.com) and your Cisco contact by your company within 12 hours of an event or awareness of a pending event.

A Crisis Event Notification email should be sent if there is a disruption of operations due to forces external to Cisco including geopolitical, logistics, weather, fire, flood, earthquake, employee shortage, medical/pandemic, etc. Crisis Event Notification emails should include: 
· Name, phone, and email of primary point of contact to reach during the crisis 

· Percent of Cisco production lost/down or expected loss 

· Expected duration of disruption 
Satellite phones are an excellent way to better guarantee that communications can be made following a major disaster such as an earthquake or hurricane. Globalstar (globalstar.com) is a leading provider of high-quality, low-cost voice and data satellite services to businesses, communities and individuals around the world.
Document 14 documents lessons learned in Crisis Management and can be found in Appendix I.

9.0 Business Recovery Planning
The Business Impact Analysis should have resulted in a list of mission-critical business functions / processes, the recovery time objective for each (how quickly the process must be restored to avoid negative impact) and the associated resources required to execute each critical process. This data should be used to create a business recovery action plan. For Cisco, you should have already documented your TTR (time to recover) and designated your alternate production sites. 
Each critical business function should develop and document a recovery action plan that contains the following information:

· who needs to act

· what needs to be done and where
· when it needs to be done
Documents 14-16a are resources to develop business recovery plans and can be found in Appendix I.

IT Disaster Recovery Plan

For data center operations, the best practice is to develop, document and implement a disaster recovery plan (DRP). This document describes the steps necessary to recover and restore the company's IT infrastructure and critical IT services in case of site disaster. The DRP is a subset of the more comprehensive site business continuity plan, and all are part of the overall BCM program. Two key elements of a good IT DRP include a) data backup, and b) hardware redundancy and / or replacement plan. In addition, the DRP should include identifying (and ranking) those critical applications that support mission-critical business activities. Cisco recommends that critical data be backed up daily and stored offsite weekly. For hardware, Cisco's standard is that in case of site disaster that takes out the IT servers, server recovery and business restoration is completed without impacting Cisco delivery commitments. 

Documents 17-20 are resources to develop IT recovery plans and can be found in Appendix I.

10.0 Plan Testing / Exercising
It was Eisenhower that said, "The Plan is nothing, planning is everything." The same holds true for business continuity plans. "The plan is nothing, testing is everything." People learn by doing and that's why regular testing of business continuity plans is essential to ensuring that plans will work when needed. 
There are four main types of plan tests:
1. Orientation/Walkthrough: To acquaint teams with the plan, roles, responsibilities, functions, facilities, equipment, policies and procedures.
2. Tabletop: To reinforce the logic and content of the plan; integrate decision-making process; provide hands-on experience.
3. Functional: To create simulations involving group interaction in actual business disruption settings in order to validate the key planning components and strategies.
4. Full-Scale: To evaluate business continuity plan/integrated company response through interaction of aligned and non-aligned entities.
Cisco recommends that emergency response / business recovery plans be tested at least once annually (more often is better). We often times see companies testing emergency response capabilities through fire drills / building evacuations. This is more of a functional type exercise. For recovery plan testing, most companies use the tabletop method. This is routinely conducted in a conference room with key participants (those that would respond in a real disaster) seated around a table.  The group is presented with a scenario, related events that impact the organization and problems to solve. The exercise is designed to produce a constructive discussion, enabling the participants to familiarize themselves with the business recovery plans, their roles & responsibilities, and to identify planning gaps and areas for improvement.  Management should be involved to rate current performance and overall readiness, review findings and ensure continued effectiveness and track process improvement.
Documents 21-22 are resources to test and exercise your recovery plans and can be found in Appendix I.
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