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Product and Physical Network Resiliency
Planning and Best Practices for ISO 28002
	Planning
	Understand your Supply Chain (to be referenced in the introduction section)
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Map, Analyze Proactively and Monitor Regularly – look forward

Setting Objectives, Targets and Establishing Resiliency Metrics

· Best Practices firms can identify the design elements and decisions which impact resiliency. 
BP firms have a method to determine which elements of the supply chain and the product pose the most risk
- BP firms utilize supply chain ‘value stream mapping’ to understand the node-network

- BP firms have the ability to map their locations, supplier locations, customer locations globally
CISCO: Leverage the BCP Program to collect Time To Recover for Partner Manufacturing and Logistics sites and for single/sole sourced components.

Genentech:

GE Energy Infrastructure:  Determine single/sole source suppliers, identify which of those components are critical to the product/customer, identify components with unique/rare raw materials.  Launch a Risk Assessment questionnaire for internal suppliers.  External suppliers get a BCP questionnaire that ranks their Resiliency.   This information is used to identify suppliers both internal and external that are at high risk.

BP firms have a documented and consistent risk rating process for components, raw materials and the physical network.
** Risk Ratings are then used in the Design of products and/or supply chains.

** Risk Ratings are used as part of the overall measure of Resiliency.

Figure Needed: Product Lifecycle from concept to EOL and where the inflection points are highlighted. – Drive the importance of resiliency early. 

BP Firms mentor their suppliers to help improve resiliency and share learnings.  (Define what is mentoring)
· BP firms understand the complexity of their supply chain and are able to identify weaknesses in both the physical network and risky attributes of the components and materials that constitute their product BOM.
· Physical Network: Node and network assessment, Identifying single points of failure for both Internal Processes and Systems (Manufacturing Locations, Planning systems, B2B) and External dependencies (CM, ODM/OEM, Supplier, Transportation, 3PL, Freight Forwarders, Customs Brokers, etc)
· Product Resiliency: Sole Sourced long lead time components or raw materials, unique capabilities or skills required to manufacture a critical component or raw material, heavy dependence on sourcing from a high risk geography, commodities with high market price volatility, etc.

· Best Practices firms can identify the consequences of making optimal risk choices and acceptable mitigations for known risks.
· BP firms have the ability to quantify revenue, brand impact, or market value of their organization/company for multiple likely risk scenarios in their supply chain.

· BP firms have trigger points established for affordability of Risk vs. making an investment to mitigate a risk or risks. (proven methodology for choosing what to mitigate)

· Best Practices firms have regular management review and approval of risk mitigation investments and understand the tradeoffs of doing nothing vs. investing in mitigation strategies.

· BP firms have budget allocated for risk mitigation and manage a portfolio of risk mitigation projects and programs to improve resiliency
· BP firms have a consistent method of measuring resiliency across their organization.

Definitions: 
Node and Network Assessment – Is this familiar language?  Needs definition.
Rating Failure (severity vs. likelihood), State of the failover node (cold, warm, hot) – how much time does it take to get a node operational? (Dual sourced, Dual Capability…) Types of Risk – Catastrophic, Event, Operational, etc..



	Implementation and Operation
	Best Practices firms are actively implementing, developing and driving projects that improve resiliency with proven mitigation techniques and decision processes; including, techniques for Risk Management; Mitigation, Transfer  Development of Product, Supplier and Network Recovery Playbooks
Process and program to drive resiliency projects across Products/Serices, Suppliers and the Supply Chain
· Program ownership of risk mitigation projects (both internally and externally)
· Process in place to validate supplier responses (Validate Site Time to Recover, Validate Part Time to Recover)

· Ability to know if past mitigation strategies are changing as part of the routine Engineering Change Control or a Supplier’s decision
BP Firms have partnerships with their customers to ensure demand signals are comprehended in production capacity, etc.
FedEx: Has a library of known failures and is able to detect failures in the systems that run the operation.  On average, a single package is scanned 14 times.  Goal is 0 failures, i.e. all packages on time.  Included is a failure in the service. (Example – truck breaks down and packages are routed via commercial air and courier to enable on time) Resiliency is enabled through excess capacity/redundancy for operational and non operational issues.  Example: Capacity Planning to include further levels into the supply chain (mother’s day flower delivery).  Partner with the customers shipping to ensure there is resiliency by sharing and having an understanding of the customers demand needs and FedEx’s ability to deliver.

Product Mitigation

· Process and projects in place to improve the resiliency of a firm’s Existing Products

· Process and projects in place to improve the resiliency of a firm’s New Products
· Proven Risk Mitigation Strategies available
· Examples: Dual sourcing (finding existing alternate or developing a second source), Alternate site qualification with same supplier, Inventory for risk mitigation, Standardization (redundancy and standard processes), Contractual mitigation (Escrows, Manufacturing Rights Agreements, Business Continuity clause, buyout clause), Investing in and Partnering with key suppliers to ensure continuity
· Lifecycle, Demand

Physical Network Mitigation

- Existing Network: Network Optimization, Process for integrating resiliency into supply chain design, Process for integrating resiliency into capacity planning
- Network Design

Supplier Mitigation

· Process and projects in place to assess the resiliency of a firm’s Existing Suppliers
· Process and projects in place to assess the resiliency of a firm’s New Suppliers

· Proven Supplier Risk Mitigation Strategies available

· Examples: Supplier Financial Assessment Process, Supplier Business Continuity Plan Scores, Supplier Resiliency or Time to Recover Operations to an Alternate location



Tiered Certifications:

- Different sets of minimum requirements depending on the complexity and size of the business; Example: Tier 1 = Self BCP, Tier 2 = Self BCP and Vendor BCP
Phased Approach to Certifying your company: 

- Choose a new product to comply vs. trying to certify new and existing products
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