Crisis Management in a Nutshell

OVERVIEW
A crisis is an unstable condition involving an impending abrupt or significant change that requires urgent attention and action to protect life, assets, property, operations/income, the environment and reputation. Reputation includes relations with employees, customers, suppliers, or other stakeholders and may include adverse news media coverage leading to public and governmental scrutiny.

Crisis Management:  The overall strategic and tactical responses of the organization to recognize and respond effectively, efficiently and comprehensively to actualized threats. It involves proactive measures to detect, respond to, and recover from a crisis event. Crisis Management preparation and response activities are characterized by several phases:

· Preparation

· Response (consisting of Risk Assessment, Critical Incident Planning, Risk Mitigation, Emergency Response and Communications to Internal and External Stakeholders and Media Relations)
· Recovery and Business Resumption
· Testing, Training and Plan Maintenance
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These processes are intended to enhance existing local and organization-level response capabilities by establishing a crisis management structure that will provide integrated and coordinated planning and response activities at all levels within an organization.  It also establishes a common and consistent set of notification and activation thresholds.  The structure and processes are designed to complement, not supersede, emergency response plans and procedures that exist at various functional organization units and/or facilities. When an incident occurs, it is expected that established local response plans and procedures will be followed quickly and effectively.  
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Crisis management creates a bridge that spans

activities taken to respond to an emergency (any incident that has the potential to threaten human life, health, property, or the environment if not controlled, contained, or eliminated immediately through local level response) and the organization’s recovery (implementation of prioritized actions to return the organization’s processes and support functions to operational stability) and resumption (restarting defined business processes and operations to a predetermined level) efforts.  

A well characterized crisis response process requires distinct steps after the event occurs.

1. Crisis identification – recognition that the incident could significantly affect the organization and that additional resources may be required to support local efforts. 

2. Fact finding – gather sufficient information to separate fact from rumor in preparation for a risk assessment.

3. Risk Assessment - make an informed initial assessment as to the potential seriousness and impact of the event.

4. Crisis Team activation and Critical Incident planning – assemble the appropriate internal and external team to provide strategic and tactical support to mitigate and/or resolve the event.  At this point, the team may decide that the event can be adequately addressed with local resources and return event control to the local emergency response team.  

5. Communication to stakeholders - if the event cannot be resolved locally, the Crisis Team will then establish a schedule to provide periodic communications to such stakeholders as employees, customers, suppliers, financial organizations, stockholders and the public media.

6. Event control and resolution – the Crisis Team, in conjunction with local resources, will periodically assess remaining risk, provide necessary resources and communicate with stakeholders until such time as the crisis is contained. This phase encompasses business recovery and resumption.

7. Post Incident review – once the crisis is contained, the Crisis Team will review and analyze the organization’s response to the event. This may consist of two stages; a “hotwash” performed immediately after the event, followed by a formal debrief within 5 days.  Crisis Team participants should come prepared to provide a detailed evaluation of the organization’s response to determine what was done well and where there are opportunities for improvement. Improvement actions will be assigned and scheduled.
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Plan Maintenance, Training and Preparation - Lessons learned will be captured and incorporated into the organization’s crisis management plan.  The updated plan will be distributed and then Crisis Team members and appropriate stakeholders will be provided with training on the updated plan. Finally, the plan should be exercised periodically to ensure that the organization is prepared in case of future events. 

A detailed list of steps is provided below.

Preparation

•Align Employee Behavior with Corporate Policies
•Determine Current State of Readiness

–Identify Critical Business Functions and Vulnerabilities

•Implement Mitigation Strategies

–Devise Strategies [People, Operations, Product, Environment, Insurance, etc.]

–Determine Necessary Resources (Intra-business, Inter-business, MOU, MAA)

–Monitor Systems and Resources

•Avoidance, Deterrence and Detection

–Prevent from Happening

–Negate or Make Difficult to Occur

–Observe and Report

–Facility Security Programs (Architectural, Operational, Technological)
Response

•Recognize Crisis
–Identification and Recognition of Danger Signals

–Responsibility to Recognize and Report Potential Crisis

–Team Notification/Activation

–Situation Assessment

–Declare a Crisis

–Plan Execution

•Communications

–Determine Audiences (Internal, External)

–Assign Official Spokesperson

•Resource Management
–Human Element (Crisis Org., Succession Plans, Cross-Training)

–Account for All Individuals (Notify Next of Kin) - EAP (Counseling)

–Records Preservation 

–Financial Support/Payroll

–Logistics/Transportation

–Crisis Command Center

–Alternate Worksites (Also On-Site Sheltering vs. Evacuation)

–Offsite Capabilities/Remote IT Access

–Insurance

–Facilities/Properties Safety

–Supply Chain (Suppliers/Service Providers, Mfg. Equipment/Maintenance)

–Mutual Aid Agreements/Memoranda of Understanding
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Business Continuity Conformance Checklist – General Supplier

	Status

With Date
(YYYY/MM/DD)
	Requirement

(With Clarifications and Guidance)
	Local Solution

	Complete    FORMCHECKBOX 

In Process   FORMCHECKBOX 
 

Date      
	Supplier’s key contact names and numbers - reachable in an Emergency

(List critical emergency contacts and how to reach them 24X7)
	

	Complete    FORMCHECKBOX 

In Process   FORMCHECKBOX 
 

Date      
	Defined escalation process

(When and how the supplier will notify the Customer if there is a risk of not meeting targeted commitments)
	

	Complete    FORMCHECKBOX 

In Process   FORMCHECKBOX 
 

Date      
	Inventory of critical material to cover a 10 day  distribution disruption

(Supplier must maintain an adequate inventory to continue to supply the Customer for up to 10 days in case their normal supply chain is disrupted and apply same expectations to their key suppliers.  Should consider distributed inventory in case primary storage location is destroyed or inaccessible, how long it will take to resume production and possible alternate production sites)
	

	Complete    FORMCHECKBOX 

In Process   FORMCHECKBOX 
 

Date      
	Transportation contingency plans

(Must consider alternate means to transport key materials and products, including transportation routes and ports, especially if products have to cross borders)
	

	Complete    FORMCHECKBOX 

In Process   FORMCHECKBOX 
 

Date      
	Periodic BCP updates

(At least annually, the Supplier’s Leadership Team must evaluate its BCP to ensure that it identifies current risks and mitigation strategies, emergency plans are exercised and provide its updated plan to the Customer) (Risks can come from expected environmental threats/natural disasters from hurricanes, pandemics, etc., man-made threats such as violence, strikes, etc., facilities damage from fire, flood, collapse, contamination, etc., loss of key business processes and data from loss of servers or paper based data, electrical outages, etc. Mitigation can include identification and cross training of key employees, including defining key roles and responsibilities, establishing alternate production and warehouse sites, frequent offsite data backup, telecommuting, exercises, etc. Set up recovery goals for your critical processes.)
	

	Complete    FORMCHECKBOX 

In Process   FORMCHECKBOX 
 

Date      
	Ensure access to alternative suppliers 

(Minimize number of sole or single source suppliers of critical materials – adjust inventory levels if alternates are not available)
	

	Complete    FORMCHECKBOX 

In Process   FORMCHECKBOX 
 

Date      
	Ensure Quality and Regulatory Compliance 

(Facilities must be safe and secure and Production procedures must be robust and regulatory compliant for all contingencies. Follow pertinent regulations/standards)
	


Supplier Name:  _____________________________________________________  

Note:  Submit form in English

Business Continuity Conformance Checklist – MC/KR Supplier

	Status

With Date
(YYYY/MM/DD)
	Requirement

(With Clarifications and Guidance)
	Local Solution

	Complete    FORMCHECKBOX 

In Process   FORMCHECKBOX 
 

Date      
	Supplier contact names and numbers - reachable in an Emergency

(List critical emergency contacts and how to reach them 24X7)
	

	Complete    FORMCHECKBOX 

In Process   FORMCHECKBOX 
 

Date      
	Defined escalation process

(How the supplier escalates an emergency internally, including the points at which they will notify the Customer)
	

	Complete    FORMCHECKBOX 

In Process   FORMCHECKBOX 
 

Date      
	Inventory of critical material to cover a 10 day  distribution disruption

(Supplier must maintain an adequate inventory to continue to supply the Customer for up to 10 days in case their normal supply chain is disrupted and apply same expectations to their key suppliers.  Should consider distributed inventory in case primary storage location is destroyed/inaccessible, how long it will take to resume production and possible alternate production sites)
	

	Complete    FORMCHECKBOX 

In Process   FORMCHECKBOX 
 

Date      
	Transportation contingency plans

(Must consider alternate means to transport key materials and products, including transportation routes and ports, especially if products have to cross borders)
	

	Complete    FORMCHECKBOX 

In Process   FORMCHECKBOX 
 

Date      
	Periodic BCP updates

(At least annually, the Supplier’s Leadership Team must evaluate its BCP to ensure that it addresses current risks and provide its updated plan to the Customer)
	

	Complete    FORMCHECKBOX 

In Process   FORMCHECKBOX 
 

Date      
	Ensure access to alternative suppliers 

(Minimize number of sole or single source suppliers of critical materials – adjust inventory levels if alternates are not available)
	

	Complete    FORMCHECKBOX 

In Process   FORMCHECKBOX 
 

Date      
	Perform a Risk Analysis then Mitigate

(Review risks – e.g., from expected environmental threats/natural disasters from hurricanes, pandemics, etc., man-mad threats such as violence, strikes, etc., facilities damage from fire, flood, collapse, contamination, etc., loss of key business processes and data from loss of servers or paper based data, electrical outages, etc., identify key employees including roles and responsibilities).  Mitigation can include alternate production and warehouse sites, frequent offsite data backup, telecommuting, exercises, etc. Set up recovery goals.
	

	Complete    FORMCHECKBOX 

In Process   FORMCHECKBOX 
 

Date      
	Cross Train Key Employees

(Maintain operational effectiveness and delivery commitments in the event of high absenteeism)
	

	Complete    FORMCHECKBOX 

In Process   FORMCHECKBOX 
 

Date      
	Ensure Quality and Regulatory Compliance 

(Facilities must be safe and secure and Production procedures must be robust and regulatory compliant for all contingencies. Follow pertinent regulations/standards)
	


Supplier Name:  _____________________________________________________  

Note:  Submit form in English

	Requirement - Organization
	Mission Critical 
	Risk Conditional
	Routine Operational

	The organization designated one person as the Crisis Leader
	
	
	

	The organization appointed backup individuals for the Crisis Leader (at least 2 deep)
	
	
	

	The organization has established a cross-functional Crisis Management Team that includes all of the organization’s sub-elements
	
	
	

	The Crisis Management Team has separate Strategic and Tactical sub-groups
	
	
	

	The Crisis Management Team meets periodically to review roles and responsibilities and the effectiveness of crisis plans and procedures
	
	
	

	The Crisis Management Team minimally includes representation from senior company leadership, human resources, legal, security, safety, communications, information technology and medical (if such functions exist within your organization)
	
	
	

	The organization has a Crisis Communications Plan for both internal and external messages during a crisis situation
	
	
	

	The organization designated one person as the official company spokesperson for all crisis events, regardless of the number of sites impacted and business units impacted.
	
	
	

	The company spokesperson is trained in communicating with internal and external stakeholders in times of crisis
	
	
	

	Crisis team members are trained in their respective roles and responsibilities, crisis plans and procedures and the organization’s communications protocol?
	
	
	

	The Crisis Management Team maintains an up-to-date listing of all organizational sites, addresses and primary points of contact (including after hours contact information)
	
	
	

	The organization designated a crisis management command center to assemble team members during a crisis situation
	
	
	

	The organization designated an alternative crisis management command center in the event the primary site is unsuitable
	
	
	

	The primary and alternate crisis management command centers are adequately equipped and have been operationally and routinely tested?
	
	
	

	The organization has designated a crisis management leader at all organizational sites and in all critical functional area (I.e., supply chain, legal, human resources, etc.)
	
	
	

	The organization has a defined emergency notification communications system (manual or automated) to facilitate communication with employees during a crisis situation 
	
	
	

	The organization tests the emergency notification communication system periodically (no less than annually)
	
	
	

	The organization has a written crisis management plan including roles and responsibilities, crisis management procedures and communications protocols
	
	
	

	The organization has a documented and communicated procedure for employees to report incidents and events to the crisis team 24 hours a day
	
	
	

	The organization tests the crisis management plan periodically at the senior leadership level and all sites (no less than annually)
	
	
	

	The organization includes the crisis management program, emergency notification communications system and incident and event reporting in new employee orientation
	
	
	


	Requirement – Supply Chain
	Mission Critical 
	Risk Conditional
	Routine Operational

	Logistics
	
	
	

	Alternatives to usual transporters are in place
	
	
	

	Alternatives to usual distribution methods are in place
	
	
	

	Alternative ports have been selected
	
	
	

	There are alternative fuel supplies 
	
	
	

	There is a process in place to respond to suspicious mail
	
	
	

	A stakeholder communication process is in place for delivery delays
	
	
	

	The organization is compliant with pertinent Supply Chain Security regulations
	
	
	

	Shipping and Receiving methods are documented and training has been performed
	
	
	

	Plans address alternative sources of fuels in case of shortages
	
	
	

	
	
	
	

	Sourcing
	
	
	

	There are no Single and/or Sole source suppliers
	
	
	

	Inventory levels protect against loss of critical suppliers
	
	
	

	Primary and alternative Financing methods are in place
	
	
	

	Spare parts are stocked
	
	
	

	
	
	
	

	IT
	
	
	

	Critical IT processes are backed up
	
	
	

	“Hot-sites” are in place for critical functions and processes
	
	
	

	Processes are in place to ensure Intellectual Property rights and compliance
	
	
	

	Data centers have roll-over capability
	
	
	

	Interoperable communications plans are in place
	
	
	

	Process to recover/recreate lost data in place
	
	
	

	Network intrusion detection
	
	
	

	Automatic Host Inventory Tools Deployed for all Servers and Workstations
	
	
	

	
	
	
	

	Manufacturing
	
	
	

	There are alternate means of on-site product production in the event of manufacturing interruptions 
	
	
	

	There is a process in place to respond to product recalls
	
	
	

	Robust Quality certification processes requirements have been implemented
	
	
	

	Products can be manufactured at more than one site
	
	
	

	Site facility maps available
	
	
	

	
	
	
	

	People
	
	
	

	All critical personnel have been trained in their tasks
	
	
	

	Cross-training of critical individuals is completed
	
	
	

	Contract labor is available for short-term response to labor shortages
	
	
	

	Means are in place to contact stakeholders for any eventuality
	
	
	

	There are grief counseling procedures in place
	
	
	

	Employee emergency contact information is complete
	
	
	

	Payroll assurance processes are in place
	
	
	

	Formal Call trees in place
	
	
	

	Access badges distributed
	
	
	

	
	
	
	

	Facilities
	
	
	

	There is a plan to respond and recover from extensive damage to the facility
	
	
	

	There is a plan to secure the facility in the event of community risks
	
	
	

	Emergency response plans include Community response
	
	
	

	Processes are in place to protect against and respond to Utilities outages
	
	
	

	A Command Center is in place and fully stocked
	
	
	





































































































































































































































































































































































































Critical (5)





Event has occurred


Seriously affects personnel


Seriously impacts operations


Impacts business reputation


Requires CMT activation


Internal emergency response and/or external emergency response teams responding


Harms personnel and/or seriously affects operations


Media involvement


Government reporting required





Event is not under control


 


Poses a significant threat and actions by external entities are necessary and ongoing





Fatalities/Serious Injuries


Fire (Disasterous)


Explosion (Terrorist)


Large Hazmat Release


Civil Unrest


Ethical Damage (Business, Financial, Regulatory)


Flood (Regional)





Activate CMP/CC


Notify Stakeholders


PR/PIO at EOC


RA/IA/Mitigations


Track Employees


Donations


Resolve, Recover, Resume


Address Statutory and Reporting reqs.





Minor (2)





May require reporting to outside agencies


Presents no external threat


No assistance or protective actions by external personnel


No media involvement





Event is under control





Response by/to external personnel may be required





External audit failure


Manufacturing non-conformity


Transport event (small)


Recall (Technical)/Adverse Event Report





Access Control


Perimeter Security


Personal Protection


Public Agency Liaison


Investigations


Guard Services





Evacuation


Workplace Violence Avoidance


Suspicious Behavior


Suspicious Activity


Int’l Travel


Safety Awareness





Crisis Management & Business Continuity





CRISIS





Security


& Prevention 





Preparedness


& Training











Communication


Lessons Learned


Thank You


   - Employees


   - Agencies


   - Vendors


   - Community


   - Shareholders





Insurance


Capital Investment


Training (new tech)


Community Awareness


Communication





Emotional Issues


Psychological Support


Restore Productivity


Communication





Repair


Backup Ops


IT Backup


Voice/Data Restore


Critical Vendors


Support Ops


Communication


Command Center








First Aid


Emergency Medical


Containment


Securing Site


Evacuation


Essential Personnel


Production


Family Rep Program


Communication





Crisis Event Classification Scale





Normal 


Operations





Business


Continuity





Humanitarian


Assistance





Disaster


Recovery





Emergency


Response





Good Crisis Management  = Crisis Readiness and Business Resiliency











Functions Respond


Notify Management


Brief Spokesperson


Resolve


Submit Incident Report








Insignificant


or 


Anomaly / Deviation (1)





Not visible outside organization


No external response teams


No media involvement 


No report to government or regulatory authorities


Low risk, recurrence unlikely





Event is under control





Internal event handled by SOP





Single random failure


Internal audit failing


Spurious alarm


Minor hazmat spill within controlled areas





Functions Respond


Resolve


Submit Incident �  Report








Moderate (3)





Potential to escalate to a more serious crisis and/or affect operations


Involves emergency response and/or CMT activation


Assistance or protective actions by external personnel possible


Media involvement possible


Report to government or regulatory authorities likely
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Category





Description





Significance





Issues





Action





Event is not under control 





Poses no significant threat





Localized production miss


Significant regulatory audit failure


Radioactive material transport event (large)


Recall (Significant)


Data Center Loss





Activate CMP/EOC


Notify Stakeholders


Internal Comms.


RA/IA/Mitigations


Resolve, Recover, Resume


Gov’t. Reports





Major (4)





Requires CMT activation


Internal emergency response and/or external emergency response teams necessary


Event either has occurred, or is imminent


Threatens personnel and/or seriously affects operations


Media involvement likely


Government reporting likely





Event is not under control 





Poses significant threats to personnel, operations and/or reputation 





Fatality/Serious Injury


Fire / Explosion


Community Impact


Epidemic/Pandemic


Intense Negative Media Scrutiny


Reportable Data Loss





Activate CMP/CC


Notify Stakeholders


In/Out Comms.


RA/IA/Mitigations


Resolve, Recover, Resume


Address Statutory and Reporting reqs.
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