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Incident Detection and Crisis Management
Charter Statement
	Opportunity
	The Supply Chain Risk Leadership Council (SCRLC) was established in 2006. Over this time period, supply chain risk has increased in visibility and importance among supply chain practitioners, business leaders, industry analysts and the media. This council anticipated the rise of supply chain risk as a new supply chain pain point. With the spread of globalization and the increasing recognition of the flat world we live in, risks in the supply chain have multiplied. We were concerned about the lack of accompanying processes, systems and tools. The council includes leading companies representing a broad spectrum of industries that handled all kinds of supply chain risks. Together, we have discussed, brainstormed and developed a core set of principles and practices that have established SCRLC as the premier thought leader for supply chain risk.

Supply Chain Risk Management (SCRM)
The practice of managing the risk of any factor or event that can materially disrupt a supply chain whether within a single company or spread across multiple companies. The ultimate purpose of supply chain risk management is to enable cost avoidance, customer service, and market position.



	Objective
	Develop Best Practices for Supply Chain Incident Detection and Crisis Management


	Sponsorship
	Bob Weronik, GE


	Stakeholders
	Randy DiGirolamo, FedEx

Joe McMorrow, Cisco

Christopher Patterson, GE

Bob Smola, John Deere

Mark Wang, Sc.D., RAND

	Outcomes
	Deliver content for 28002 and document industry best practices for Incident Detection and Crisis Management, including:
1. The Crisis Lifecycle

1.1. Monitor/Warning (Internal : External)

1.2. Risk Assessment

1.3. Response

1.4. Management of the Crisis

1.5. Resolution

1.6. Recovery

2. Building and Maintaining Crisis Response Teams

2.1. Crisis Team hierarchy based on Business Unit, Region, Company, Etc with clear criteria for hand-offs

2.2. Emergency Response Team

2.3. Disaster Response Team

2.4. Pre-Emptive Crisis Response

2.5. Crisis Drills

2.6. Continuous Improvement
2.7. Crisis Response Playbooks

2.8. Supplying PPE to Crisis Teams and/or employees
3. Supply Chain Event Monitoring

3.1. Supply Chain Mapping
3.1.1. To which level of the supply chain should be mapped?

3.1.2. Knowledge of Rare Raw Materials

3.1.3. Knowledge of unique industries in specific regions (UN data?)

3.1.4. Ability to map internal sites/employees and knowledge of which role they provide

3.2. Intelligence Sources
3.2.1. Union Partnerships: Labor Disruptions - 
3.2.2. News Agencies; via Email Alerts

3.2.3. Internal Alerting Processes (Reporting of incidents for security breaches, etc)
3.2.4. Supplier/Customer Alerting Processes

3.2.5. SCRLC – Real time knowledge share
3.3. Response Time to Activation as a Metric
3.4. Event Severity and Classification and Appropriate Response
4. Effective Crisis Communications (Internal : External)

4.1. Team Activation and Deactivation
4.2. Tailoring Communications to the Crisis Lifecycle

4.3. Ensuring Continuity of Communications During a Crisis
4.4. Developing Holding (pre-written) communications for internal and external communications

5. Information Storage

5.1. Dedicated locations for Crisis Information
6. Benchmarking Program

6.1. Internal and External benchmarking

7. Incident Modeling Tools
7.1. Supply Chain Risk Modeling

Two Key Elements to Crisis Management

Who’s in Charge?

How to communicate when Comm. infrastructure is down?

- What is your PST?

ICS100/200 Standards: Common Standards and vernacular for Crisis Management

· How to communicate with local government
Book - Predictable Surprises
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