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SCRLC Objectives

1 Expand overall awareness of SCRM and
Increase membership on the SCRLC

1 Contribute useful content for 1ISO 28002
“Resilience in the Supply Chain” and ensure It
comprehends industry proven SCRM practices

e SCRILC Member RParticipation Is essential

IECITOUIE SIJopr SIS

Supply Chain Risk Leadership Council
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SCRLC Proposed Tracks

Tracks include a Governance team
and six working groups

1. Supply Chain Risk Quantification &
Measurement

2. Business Continuity Planning & Preparedness
3. Supply: Chain Menitering & Crisis Management

Resi[i IENCY/

L ziplel Mletierizells

Supply Chain Risk Leadership Council
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SCRLC Governance
Membership Structure

Core Working Community.
Councll Groups Members
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Membership Structure
Core Council

REIE
Comprisingindustry Practitioners. Responsible for governance of
uerceunel. Prepoesal: Working Group LLeaders form the core council

EOmpPaRyRERPIESEntation
Direcier/SeniorVianager level invelvement with VP sponsorship. Must participate
onrarieastoeneVVorking Group. Does not include for-profit consulting firms.

ESiimared Commitment
@uareny Councilimeeting (1% days guarterly)

Working greup panticipation
mNCeadership o semi-monthly Working Group meetings (2 hours monthly)
ENVerking group standards development (2-4 hours monthly)

Supply Chain Risk Leadership Council
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Membership Structure
Working Groups (tracks)

RelE
RESpoRsibie er definnelindustry best practices and developing
contentior 26002 “Resilience in the supply chain”

COmpaRyRERPIESEntation
@Wiership/Respensibility for the applicable supply chain process
and/erpregrame Doees noet include for-profit consulting firms.

ESHmced Commitment
Quarteny: Councilimeeting (1 %2 days quarterly)—optional

WoIKINE Group participation
EESeEmiEmoenthly Working Group meeting (2 hours monthly)
ENVVerkinelgroup standards development (4-6 hours monthly)

Supply Chain Risk Leadership Council
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Membership Structure
Community Member

OhEcie
IS© 26002 certiiied supply chains; Starts with creating a

cCOmmMUNILeirsupply chain partners that are aware of the emerging
pracuce and standards;for supply chain risk management.

Role

AWarenessand preparation for compliance. Access to the
SCRIEC wWebsiie, and quarterly: newsletter recipient. Opportunities
erprevideinput te) SCRLC working| groups

Supply Chain Risk Leadership Council
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SCRM Program Overview

Crisis Management

Product Supply Chain
Resiliency Resiliency

Business Continuity Planning

Supply Chain Risk Leadership Council
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SCRM Programs: Business Continuity

= Supplier recoevery
mapping

= Part recovery
mapping

= BCP planning

= Site audits & drills

Business Continuity Planning
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SCRM Programs:

Crisis Management

Supply Chain Risk Leadership Council

Crisis Management

Global event
monitoring

Incident notification
Impact analysis

Response
management
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SCRM Programs: Product Resiliency

Component
mitigation
Pro_d_uct ) . .
Resiliency Supplier mitigation

Design for Risk
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SCRM Programs: Supply Chain Resiliency

Supply Chain
Resiliency

Manufacturing
resiliency.

Test resiliency
Logistics resiliency:

RISk Inventory

Supply Chain Risk Leadership Council
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How We Deliver Resiliency

Time to Recover (TTR): number of weeks required

to restore 100% operational output following a supply
chain disruption

\Yi{e! Altermatersite

TTR eadiness

Test Lead-time programs

TTR and/er inventory for test equipment
2nd source, alternate supplier site
and/or inventory.

UM TTR Goals | Weeks T75

Supply Chain Risk Leadership Council
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Resiliency Index — Sustaining Products

4 ( Index:VIetiics

Very Resilient
10 Mfg Alternate *Alternate Site

Readiness Qualified

ﬂ

Goal

Manufacturing X Weeks
Recovery Time

Test

Recovery Time AU

4 Component X Weeks
Recovery Time
3
2 % Single / Sole
Sourced Parts
1
Not Resilient

Supply Chain Risk Leadership Counci
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Resiliency Index Dashboard
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Supply Chain Risk Leadership Council

BU4

Very
Resilient

—10—

- 1—
Not

Resilient

BUS

Very
Resilient

—10—

- 1—
Not

Resilient



> C R L C

SUFPPLY CHAIN RISK LEADERSHIFP COUNCIL

Contents

Founding Members

Council Objectives re ey,

. 7/
Council Structure "

CISEO SCRVIProgram L i
The ISO System
Resilience i the Supply: Chain

lRtredliction

NmeliRe

Supply Chain Risk Leadershi



> C R L C

SUFPPLY CHAIN RISK LEADERSHIFP COUNCIL

The I1SO System

Alka Jarvis, Chair — US Technical
Advisory Group to Technical Committee
176 (1ISO 9000)

Supply Chain Risk Leadership Council
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I1SO Structure

GENERAL ASSEMBLY
= Principal officers
= Delegates of:

- Member bhodies
- Correspondent members
- Subscriber members

Policy development
commitiees:

= CASCO TECHHICAL
MANAGEMENT

= COPOLCO
BOARD
* DEVCO
COUNCIL
Council standing

committees: Strategic and
* Finance —— technical
advisory groups

CENTRAL and REMCO
SECRETARIAT

» Strategy

Ad hoc advisory

aroups Technical
committees

Supply Chain Risk Leadership Council

The operations of
ISO are governed by
the Council,
consisting ofi the
Officers and
elghteen elected
member bodies
(ANSI, BSI, etc)
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I1SO Structure

IL_

GENERAL ASSEMELY
= Principal officers
= Delegates of:
- Member bodies

- Correspondent members
- Subscriber members

The TMB oversees

Puli[:y_dwelupment the WOI’k Of the
commitiees: .

+ CASCO —— Technical

- COPOLCO g"g:H“SEME"T Committees (TC) :

- DEVCO S appoeints TC Chailrs,
Council standing and I’epOrtS tO and
committees: Strategic and - .
r——— technica advises the council

advisory groups
CENTRAL and REMCO

SECRETARIAT
Technical
| committees

» Strategy

Ad hoc advisory
groups

Supply Chain Risk Leadership Council
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I1SO Structure

GENERAL ASSEMELY
= Principal officers
= Delegates of:
- Member bodies

- Correspondent members
- Subscriber members

Policy development
commitiees:

= CASCO TECHHICAL
MANAGEMENT

+ COPOLCO . Strategic/Iiechnical
" DEVCO Advisory Groups
Council standing (SAG/ TAG) dare

committees: Strategic and

+Finance | technical appointed by the
= Strategy CENTRAL andﬂEﬁgﬂ I TMB to provide
SECRETARIAT ) p ]
strategic oversight

Technical of TC’s (as required)
| committees

Ad hoc advisory
groups

Supply Chain Risk Leadership Council
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I1SO Structure

GENERAL ASSEMBLY
= Principal officers
= Delegates of:

- Member bhodies

- Correspondent members

- Subscriber members

Policy development
commitiees:

= CASCO

= COPOLCO

= DEVCO
COUNCIL

Council standing
committees:

* Finance

» Strategy

CENTRAL
SECRETARIAT

Ad hoc advisory
groups

TECHHICAL
MANAGEMENT
BOARD

Strategic and
technical
athAsorny groups
and REMCO

Technical
committees

Supply Chain Risk Leadership Council

There are 208
Technical Committees
that make-up ISO.
The largest, TC176 Is
responsible for
ISO©9000
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Formation of a Standard

TC Route
Stag_e l New Work Item Approval
Einary Deliverable
Stage 2 Building Expert > First Committee
Proposal Consensus Draft
Stage 3 Consensus } Draft International
Committee Building Standard
Stage 4 : Final Draft
Enquiry Inquiry on Draft } International Std
Stage 5 Formal Vote > Final Text of
Approval on Final Draft Intl. Standard
Stage 6 Publication of } International
Publication Int. Standard Standard

Supply Chain Risk Leadership Council
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Resilience In the Supply Chain

New Work Item 28002

Dr. Marc Siegel, Security Systems
Consultant, ASIS International
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1ISO Standard Development

The risk management and resiliency standards (international
and national) available today are incomplete and fragmented
between the various components that comprise resiliency.

BS 25999 %
DRI
e CSA 71600

Supply Chain Risk Leadership Council

NFPA 1600

ISO 31000

Voluntary

Preparedness
Report Adobe Acrobat

Document
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Security/Continuity Management

Standards
The Security/Continuity Families:

O ISO/IEC 27001 Family

e |[nformation Security Management

L I1SO 28000 Family

e Supply Chain management

4 ISO 22300 Family

e Socletal Security (Security, Preparedness and
Continuity Management)

U ISO 31000 Family

» Risk Management

All ISO Families have
) evolved from the
original ISO 9000
Family
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28002 Resilience in the Supply Chain

To assure resilience in the supply chain, organizations
throughout the supply chain, of all sizes and types,
must engage Iin a comprehensive and systematic
process of prevention, preparedness, readiness,
mitigation, response, continuity and recovery

ISO/AWI 28002 ©

Specification for security management for the supply chain -- Resilience in security
in the supphs chain

General information

Humhber of Pages:

Edition: 1 ICS: 47.020.99

Status: B Under developrient

TCSRC: TS 8 Target publication date: 2011-10-31

Supply Chain Risk Leadership Council
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ASIS INTERNATIONAL

Organizational Resilience:

Security, Preparedness, and Continuity
Management Systems—Requirements with
Guidance for Use

ASIS SPC.1-2009

AMERICAN NATIONAL ASIS SPC.1-2009

STAN DARD Organizational Resilience:

Security, Preparedness and
Continuity Management
Systems — Requirements
with Guidance for Use

Will serve as the
framework for

ASI5 ISO 28002

Supply Chain Risk Leadership Council
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ISO 28000 Series of Standards
ISO 28000:2007

U Specification for security management systems for the
supply chain

1ISO 28001:2007

U Security management systems for the supply chain -- Best
practices for implementing supply chain security,
assessments and plans -- Reqguirements and guidance

1ISO 28003:2007

O Security management systems for the supply chain --
Requirements for bodies providing audit and certification of
supply chain security management systems

1SO 28004:2007

U Security management systems for the supply chain --
Guidelines for the implementation of 1ISO 28000
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28002 Development Timeline

28002 28002 Granted

VA\\/F())?IEOI\'[/;% work item approval

SCRLC writes a working draft
and submits to TC8 for Review
7Ccs | [[C8 members review and provide
Review Ii feedback to the SCRLC work group

\Working Draift

S~ TC8 grants approval for 28002 as
ApDroval a CD/IPAS (Committee Draft/Public
Py B?,jggﬁ . le SP>Members of TC8 vote
1 Period on the CD/PAS 28002
B C P2 V2SS V2S00 V20 720 S SO T O VO OSSO WS SO W s s -

Apr IMay | Jun | Jul | Aug | Sep | Oct | Nov | Dec | Jan | Feb [ Mar | Apr [ May | Jun | Jul | Aug | Sep | Oct | Nov | Dec
2009 2010

Supply Chain Risk Leadership Council
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28002 Development Timeline

28002
Approved
Work Item

\Working Draift

Apr |May | Jun | Jul | Aug | Sep | Oct | Nov | Dec

P A Y £ 4

TC8
Review

TC8
Approval

/ /

28002
Balleting
Period

-

3

Each country votes. 156
countries. Requires 2/3
of TC8 to vote yes and
50% of all the people that
vote to vote yes

\

DIS 28002 Routed e
to All of ISO

1ISO28002 Is a
Published
Standard

WU VR W W . W " " -

Jan | Feb | Mar | Apr | May | Jun | Jul | Aug | Sep | Oct | Nov | Dec

2009

2010

Supply Chain Risk Leadership Council
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SCRLC Survey Results

Your Feedback

SCRLC April 2009
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Top Supply Chain Concerns

1.

Supplier Reliability: supply disruption due to
supplier materials quality, supplier bankruptcy

. Risk Monitoring: not knowing if world events

are impacting your extended supply chain, i.e.
weather, geo-political

. Regulatory: becoming non-compliant with new

regulatory requirements

. IT Failure or Disruption

. Pricing and Availability of Fuel

. Counterfeiting and theft of product
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Track Interest

A. Council . C. Business
. B. Supply Chain -
Governance (Tier . . . Continuity
. Risk Quantification .
1 membership Planning &:

. & Measurement
required) Preparedness

4
Linda Conrad
Randy DiGirolamo
Tim Astley
Robert Larson
Mancy “oung Moore
Hovweard Mitchell
Bob Weronik
Ken Kanigsmark
Jokin 1. Browen
Stephen Tso
Jason Lao
Taylor Wilkerson
Andrew Cox
Brad Bracher
karen uhl

-

D. Supply Chain

Monitoring &
Crisis
Management

Supply Chain Risk Leadership Council

=

E. Manufacturing,
Transportation &
Logistics
Resiliency

G. Supply Chain

Security

~

Other

rnedia communications

42
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Name »|a.Plan =|B. Sourc ¥|C. Make «|D. Delive »|E. Retur «|F. Other w|Other (please specify)

Linda Conrad F. Other  assessment and risk mitigation

Randy DiGirolamo |4, Plan 0. Deliver F. Other  Business Continuity and Disaster Recovery
Tim Astley F. Other  Risk assessment and transfer

Robert Larsan All, Central Strategic Function

Mancy Young Moore F. Other  All of the above

Howard Mitchell D, Deliver E Return  |F. Other  distribution and warehousing

Baob \Weranik &, Plan . Make

ken Konigsmark F. Other  Supply chain security

Joht 3, Brown F. Other  End-to-end supply chain risk managerment
Stephen Tso B. Source

Jason Lao B. Source  |C. Make 0. Deliver

Taylor Wilkerson A, Plan F. Cther  We support all aspects of government supply chain operations
Andrew Cox F. Cther  Security

Brad Bracher &, Plan B. Source

Karen Juhl Business Preparedness planning

B. Source 0. Deliver

Supply Chain Risk Leadership Council
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SCRLC Track Discussion

Best Practices and Content for 28002

SCRLC April 2009
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M Supply Chain Risk Demand Risk

Quantification & Measurement

M Preparedness, Business
Continuity, and Recovery Planning

M Security Risk Management

M Supply Chain Monitoring &
Crisis Management

M Manufacturing, Transportation
and Logistics Resiliency

M Product and Materials F

vl Others?

Supply Chain Risk Leadership Council 46
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M Risk Assessment — best practices ?
for performing a risk assessment

and impact analysis in the supply

chain

M Resiliency Metrics — metrics for
recovery time objectives in the
supply chain.

47

Supply Chain Risk Leadership Council
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N SCOopPE DUt 0l Scope

M Internal preparedness — focused Crisis Management

on the individual organization ® Supply Chain Monitoring

M External preparedness — focused
on “Suppliers” and the extended

supply chain
M Supply Chain Footprint

48

Supply Chain Risk Leadership Council
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1N SCOPE,

M Risk minimization — best
practices for prevention, avoidance,
deterrence security threats in the
supply chain

M Intermodal Supply Chain
Security — expanding on the
1SO28000

Supply Chain Risk Leadership Council

49
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1N SCOPE,

M Monitoring — financials, weather, ?
political, regulatory changes

M Crisis Team Structure and
Communication

M Crisis communications both
internal and external

Supply Chain Risk Leadership Council 50
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M Node Recovery — alternate
manufacturing and logistics
recovery plans in the event of Near
Term or Long Term Disruptions.

M Supply Chain Design - Elements
of a robust supply chain that
minimizes exposure to known risks,
including methodologies to gather
intelligence and utilize risk

Supply Chain Risk Leadership Council 51
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y [ty . y o
. SCope

M Component/Raw Material
Mitigation — methods for prioritizing
which products and components to
mitigate and mitigation best
practices

M Design for Resiliency - identify
the design elements and decisions
which impact resiliency. ldentify
the consequences of making

52

Supply Chain Risk Leadership Council
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1N SCOPE,

Supply Chain Risk Leadership Council 53



	Slide Number 1
	Contents
	Founding Members
	Welcome Prospective Members
	SCRLC Objectives
	SCRLC Proposed Tracks�Tracks include a Governance team �and six working groups
	SCRLC Governance�Membership Structure
	Membership Structure�Core Council
	Membership Structure�Working Groups (tracks)
	Membership Structure�Community Member
	Contents
	Slide Number 12
	SCRM Program Overview
	SCRM Programs: Business Continuity
	SCRM Programs: Crisis Management
	SCRM Programs: Product Resiliency
	SCRM Programs: Supply Chain Resiliency
	How We Deliver Resiliency 
	Resiliency Index – Sustaining Products 
	Resiliency Index Dashboard
	Contents
	The ISO System
	ISO Structure
	ISO Structure
	ISO Structure
	ISO Structure
	Formation of a Standard
	Slide Number 28
	Contents
	Resilience in the Supply Chain
	ISO Standard Development
	Security/Continuity Management Standards�The Security/Continuity Families:
	28002 Resilience in the Supply Chain
	ASIS SPC.1-2009
	ISO 28000 Series of Standards
	28002 Development Timeline
	28002 Development Timeline
	Slide Number 38
	Contents
	SCRLC Survey Results
	Top Supply Chain Concerns
	Track Interest
	Focus
	Contents
	SCRLC Track Discussion
	Slide Number 46
	Slide Number 47
	Slide Number 48
	Slide Number 49
	Slide Number 50
	Slide Number 51
	Slide Number 52
	Slide Number 53

