
Supply Chain Risk Leadership Council 1

SCRLC AprilSCRLC April

Supply Chain Risk Leadership CouncilSupply Chain Risk Leadership Council

April 2009 Meeting



Supply Chain Risk Leadership Council 2

ContentsContents

Founding MembersFounding Members

Council ObjectivesCouncil Objectives

Council StructureCouncil Structure

CISCO SCRM TeamCISCO SCRM Team

The ISO SystemThe ISO System

Resilience in the Supply ChainResilience in the Supply Chain
IntroductionIntroduction

TimelineTimeline

SCRLC Survey ResultsSCRLC Survey Results

InIn--Depth Track DiscussionDepth Track Discussion



Supply Chain Risk Leadership Council 3

Founding MembersFounding Members

Observer? 



Supply Chain Risk Leadership Council 4

Welcome Prospective MembersWelcome Prospective Members



Supply Chain Risk Leadership Council 5

SCRLC ObjectivesSCRLC Objectives

Expand overall awareness of SCRM and Expand overall awareness of SCRM and 
increase membership on the SCRLCincrease membership on the SCRLC

Contribute useful content for ISO 28002 Contribute useful content for ISO 28002 
““Resilience in the Supply ChainResilience in the Supply Chain”” and ensure it and ensure it 
comprehends industry proven SCRM practicescomprehends industry proven SCRM practices
•• SCRLC Member Participation is essentialSCRLC Member Participation is essential

Build an influence and Build an influence and ““sense and respondsense and respond””
capability regarding Regulatory and Legislative capability regarding Regulatory and Legislative 
agencies that affect our supply chainsagencies that affect our supply chains
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SCRLC Proposed TracksSCRLC Proposed Tracks 
TracksTracks include a Governance team include a Governance team 
and six working groupsand six working groups

1.1. Supply Chain Risk Quantification & Supply Chain Risk Quantification & 
MeasurementMeasurement

2.2. Business Continuity Planning & PreparednessBusiness Continuity Planning & Preparedness

3.3. Supply Chain Monitoring & Crisis ManagementSupply Chain Monitoring & Crisis Management

4.4. Manufacturing, Transportation and Manufacturing, Transportation and 
Logistics ResiliencyLogistics Resiliency

5.5. Product and Materials ResiliencyProduct and Materials Resiliency

6.6. Supply Chain SecuritySupply Chain Security
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SCRLC GovernanceSCRLC Governance 
Membership StructureMembership Structure

CoreCore
CouncilCouncil

Working Working 
GroupsGroups

CommunityCommunity
MembersMembers
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Membership StructureMembership Structure 
Core CouncilCore Council

RoleRole 
Comprising Industry Practitioners.  Responsible for governance oComprising Industry Practitioners.  Responsible for governance of f 
the council.  Proposal: Working Group Leaders form the core counthe council.  Proposal: Working Group Leaders form the core councilcil

Company RepresentationCompany Representation 
Director/Senior Manager level involvement with VP sponsorship.  Director/Senior Manager level involvement with VP sponsorship.  Must participate Must participate 
on at least one Working Group.  Does not include foron at least one Working Group.  Does not include for--profit consulting firms.profit consulting firms.

Estimated CommitmentEstimated Commitment
Quarterly Council meeting (1Quarterly Council meeting (1½½ days quarterly)days quarterly)
Working group participation Working group participation 

Leadership of semiLeadership of semi--monthly Working Group meetings (2 hours monthly)monthly Working Group meetings (2 hours monthly)
Working group standards development (2Working group standards development (2--4 hours monthly) 4 hours monthly) 
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Membership StructureMembership Structure 
Working Groups (tracks)Working Groups (tracks)

RoleRole 
Responsible for defining industry best practices and developing Responsible for defining industry best practices and developing 
content for 28002 content for 28002 ““Resilience in the supply chainResilience in the supply chain””

Company RepresentationCompany Representation 
Ownership/Responsibility for the applicable supply chain processOwnership/Responsibility for the applicable supply chain process 
and/or program.  Does not include forand/or program.  Does not include for--profit consulting firms.profit consulting firms.

Estimated CommitmentEstimated Commitment
Quarterly Council meeting (1 Quarterly Council meeting (1 ½½ days quarterly)days quarterly)——optionaloptional
Working Group participation Working Group participation 

SemiSemi--monthly Working Group meeting (2 hours monthly)monthly Working Group meeting (2 hours monthly)
Working group standards development (4Working group standards development (4--6 hours monthly)6 hours monthly)
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Membership StructureMembership Structure 
Community MemberCommunity Member

ObjectiveObjective 
ISO 28002 certified supply chains; Starts with creating ISO 28002 certified supply chains; Starts with creating a a 
community of supply chain partners that are aware of the emergincommunity of supply chain partners that are aware of the emerging g 
practice and standards for supply chain risk management.practice and standards for supply chain risk management.

RoleRole 
Awareness and preparation for compliance.  Awareness and preparation for compliance.  Access to the Access to the 
SCRLC website, and quarterly newsletter recipient. OpportunitiesSCRLC website, and quarterly newsletter recipient. Opportunities 
to provide input to SCRLC working groupsto provide input to SCRLC working groups
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CISCO SCRM ProgramCISCO SCRM Program

Supply Chain Risk ManagementSupply Chain Risk Management
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SCRM Program OverviewSCRM Program Overview

Product 
Resiliency
Product 

Resiliency
Supply Chain 

Resiliency
Supply Chain 

Resiliency

Crisis ManagementCrisis Management

Business Continuity PlanningBusiness Continuity Planning
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SCRM Programs: SCRM Programs: Business ContinuityBusiness Continuity

Product 
Resiliency
Product 

Resiliency
Supply Chain 

Resiliency
Supply Chain 

Resiliency

Crisis ManagementCrisis Management

Business Continuity PlanningBusiness Continuity Planning

Supplier recovery Supplier recovery 
mappingmapping

Part recovery Part recovery 
mappingmapping

BCP planning BCP planning 

Site audits & drillsSite audits & drills
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SCRM Programs: SCRM Programs: Crisis ManagementCrisis Management

Product 
Resiliency
Product 

Resiliency
Supply Chain 

Resiliency
Supply Chain 

Resiliency

Crisis ManagementCrisis Management

Business Continuity PlanningBusiness Continuity Planning

Global event Global event 
monitoringmonitoring

Incident notificationIncident notification

Impact analysisImpact analysis

Response Response 
managementmanagement
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SCRM Programs: SCRM Programs: Product ResiliencyProduct Resiliency

Product 
Resiliency
Product 

Resiliency
Supply Chain 

Resiliency
Supply Chain 

Resiliency

Crisis ManagementCrisis Management

Business Continuity PlanningBusiness Continuity Planning

Component Component 
mitigationmitigation

Supplier mitigationSupplier mitigation

Design for RiskDesign for Risk
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SCRM Programs: SCRM Programs: Supply Chain ResiliencySupply Chain Resiliency

Product 
Resiliency
Product 

Resiliency
Supply Chain 

Resiliency
Supply Chain 

Resiliency

Crisis ManagementCrisis Management

Business Continuity PlanningBusiness Continuity Planning

Manufacturing Manufacturing 
resiliencyresiliency

Test resiliencyTest resiliency

Logistics resiliencyLogistics resiliency

Risk inventoryRisk inventory
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TTR GoalsTTR GoalsT0 T75Weeks

How We Deliver Resiliency How We Deliver Resiliency 

Mfg 
TTR

Test 
TTR

Component 
TTR

2nd source, alternate supplier site 
and/or inventory
2nd source, alternate supplier site 
and/or inventory

Time to Recover (TTR): number of weeks required 
to restore 100% operational output following a supply 
chain disruption 

Time to Recover (TTR)Time to Recover (TTR):: number of weeks required number of weeks required 
to restore 100% operational output following a supply to restore 100% operational output following a supply 
chain disruptionchain disruption

Alternate site 
readiness 
Alternate site 
readiness

Lead-time programs 
and/or inventory for test equipment 
Lead-time programs 
and/or inventory for test equipment
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Resiliency Index Resiliency Index –– Sustaining Products Sustaining Products 
GoalGoalIndex MetricsIndex Metrics
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BU1BU1

Resiliency Index DashboardResiliency Index Dashboard
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The ISO SystemThe ISO System

Alka Jarvis, Chair Alka Jarvis, Chair –– US Technical US Technical 
Advisory Group to Technical Committee Advisory Group to Technical Committee 

176 (ISO 9000)176 (ISO 9000)
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ISO StructureISO Structure

The operations of 
ISO are governed by 

the Council, 
consisting of the 

Officers and 
eighteen elected 
member bodies 
(ANSI, BSI, etc) 

The operations of The operations of 
ISO are governed by ISO are governed by 

the Council, the Council, 
consisting of the consisting of the 

Officers and Officers and 
eighteen elected eighteen elected 
member bodies member bodies 
(ANSI, BSI, etc)(ANSI, BSI, etc)
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ISO StructureISO Structure

The TMB oversees 
the work of the 

Technical 
Committees (TC), 

appoints TC Chairs, 
and reports to and 
advises the council 

The TMB oversees The TMB oversees 
the work of the the work of the 

Technical Technical 
Committees (TC), Committees (TC), 

appoints TC Chairs, appoints TC Chairs, 
and reports to and and reports to and 
advises the counciladvises the council
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ISO StructureISO Structure

Strategic/Technical 
Advisory Groups 

(SAG/TAG) are 
appointed by the 
TMB to provide 

strategic oversight 
of TC’s (as required) 

Strategic/Technical Strategic/Technical 
Advisory Groups Advisory Groups 

(SAG/TAG) are (SAG/TAG) are 
appointed by the appointed by the 
TMB to provide TMB to provide 

strategic oversight strategic oversight 
of of TCTC’’ss (as required)(as required)

http://www.iso.org/iso/about/structure.htm
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ISO StructureISO Structure

There are 208 
Technical Committees 

that make-up ISO.  
The largest, TC176 is 

responsible for 
ISO9000 

There are 208 There are 208 
Technical Committees Technical Committees 

that makethat make--up ISO.  up ISO.  
The largest, TC176 is The largest, TC176 is 

responsible for responsible for 
ISO9000ISO9000

http://www.iso.org/iso/about/structure.htm
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Deliverable

TC Route
Stage 1
Preliminary

Stage 2 
Proposal

Stage 3
Committee

Stage 4
Enquiry

Stage 5
Approval

Stage 6
Publication

New Work Item Approval

Building Expert
Consensus

Consensus 
Building

Inquiry on Draft

Formal Vote
on Final Draft

Publication of
Int. Standard

First Committee 
Draft

Draft International 
Standard

Final Draft 
International Std

Final Text of
Intl. Standard 

International
Standard

Formation of a StandardFormation of a Standard
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Resilience in the Supply ChainResilience in the Supply Chain

New Work Item 28002New Work Item 28002

Dr. Marc Siegel, Security Systems 
Consultant, ASIS International
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Voluntary 
Preparedness 
Report

ISO Standard DevelopmentISO Standard Development

NFPA 1600

ISO 22399

BS 25999

DRI
BCI CSA Z1600

TRI19

ISO 31000

Adobe Acrobat 
Document

The risk management and resiliency standards (international The risk management and resiliency standards (international 
and national) available today are incomplete and fragmented and national) available today are incomplete and fragmented 

between the various components that comprise resiliency.between the various components that comprise resiliency.
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ISO/IEC 27001 FamilyISO/IEC 27001 Family
•• Information Security ManagementInformation Security Management

ISO 28000 FamilyISO 28000 Family
••Supply Chain managementSupply Chain management

ISO 22300  FamilyISO 22300  Family
••Societal Security (Security, Preparedness and Societal Security (Security, Preparedness and 
Continuity Management)Continuity Management)

ISO 31000 FamilyISO 31000 Family
••Risk ManagementRisk Management

All ISO Families have 
evolved from the 
original ISO 9000 

Family

Security/Continuity Management Security/Continuity Management 
StandardsStandards 
The Security/Continuity Families:The Security/Continuity Families:
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28002 Resilience in the Supply Chain28002 Resilience in the Supply Chain

To assure resilience in the supply chain, organizations To assure resilience in the supply chain, organizations 
throughout the supply chain, of all sizes and types, throughout the supply chain, of all sizes and types, 
must engage in a comprehensive and systematic must engage in a comprehensive and systematic 
process of prevention, preparedness, readiness, process of prevention, preparedness, readiness, 
mitigation, response, continuity and recovery mitigation, response, continuity and recovery 

http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=42141
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ASIS SPC.1ASIS SPC.1--20092009
Organizational Resilience:  
Security, Preparedness and 
Continuity Management 
Systems – Requirements 
with Guidance for Use

Will serve as the 
framework for 

ISO 28002
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ISO 28000 Series of StandardsISO 28000 Series of Standards

ISO 28000:2007ISO 28000:2007
Specification for security management systems for the Specification for security management systems for the 
supply chainsupply chain

ISO 28001:2007ISO 28001:2007
Security management systems for the supply chain Security management systems for the supply chain ---- Best Best 
practices for implementing supply chain security, practices for implementing supply chain security, 
assessments and plans assessments and plans ---- Requirements and guidanceRequirements and guidance

ISO 28003:2007ISO 28003:2007
Security management systems for the supply chain Security management systems for the supply chain ----
Requirements for bodies providing audit and certification of Requirements for bodies providing audit and certification of 
supply chain security management systemssupply chain security management systems

ISO 28004:2007ISO 28004:2007
Security management systems for the supply chain Security management systems for the supply chain ----
Guidelines for the implementation of ISO 28000Guidelines for the implementation of ISO 28000
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Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

2009 2010

28002 Granted 28002 Granted 
work item approvalwork item approval

Working DraftWorking Draft SCRLC writes a working draft SCRLC writes a working draft 
and submits to TC8 for Reviewand submits to TC8 for Review

28002 28002 
Approved Approved 
Work ItemWork Item

TC8 members review and provide TC8 members review and provide 
feedback to the SCRLC work groupfeedback to the SCRLC work group

TC8 TC8 
Review Review 

TC8 grants approval for 28002 as TC8 grants approval for 28002 as 
a CD/PAS (Committee Draft/Public a CD/PAS (Committee Draft/Public 
Available Specification)Available Specification)

TC8TC8 
ApprovalApproval PP--Members of TC8 vote Members of TC8 vote 

on the CD/PAS 28002on the CD/PAS 28002
28002 28002 

Balloting Balloting 
PeriodPeriod

28002 Development Timeline28002 Development Timeline
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Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

2009 2010

28002 28002 
Approved Approved 
Work ItemWork Item

TC8TC8 
ApprovalApproval 28002 28002 

Balloting Balloting 
PeriodPeriod

PP--Members of TC8 vote Members of TC8 vote 
on the CD/PAS 28002on the CD/PAS 28002

Each country votes. 156 Each country votes. 156 
countries.  Requires 2/3 countries.  Requires 2/3 
of TC8 to vote yes and of TC8 to vote yes and 
50% of all the people that 50% of all the people that 
vote to vote yesvote to vote yes

DIS 28002 Routed DIS 28002 Routed 
to All of ISOto All of ISO

ISO28002 Is a ISO28002 Is a 
Published Published 
StandardStandard

Working DraftWorking Draft

TC8 TC8 
Review Review 

28002 Development Timeline28002 Development Timeline



Supply Chain Risk Leadership Council 38



Supply Chain Risk Leadership Council 39

ContentsContents

Founding MembersFounding Members

Council ObjectivesCouncil Objectives

Council StructureCouncil Structure

CISCO SCRM ProgramCISCO SCRM Program

The ISO SystemThe ISO System

Resilience in the Supply ChainResilience in the Supply Chain
IntroductionIntroduction

TimelineTimeline

SCRLC Survey ResultsSCRLC Survey Results

InIn--Depth Track DiscussionDepth Track Discussion



Supply Chain Risk Leadership Council 40

SCRLC Survey ResultsSCRLC Survey Results

Your FeedbackYour Feedback

SCRLC April 2009
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Top Supply Chain ConcernsTop Supply Chain Concerns

1.1. Supplier Reliability: supply disruption due to Supplier Reliability: supply disruption due to 
supplier materials quality, supplier bankruptcysupplier materials quality, supplier bankruptcy

2.2. Risk Monitoring: not knowing if world events Risk Monitoring: not knowing if world events 
are impacting your extended supply chain, i.e. are impacting your extended supply chain, i.e. 
weather, geoweather, geo--politicalpolitical

3.3. Regulatory: becoming nonRegulatory: becoming non--compliant with new compliant with new 
regulatory requirementsregulatory requirements

4.4. IT Failure or DisruptionIT Failure or Disruption

5.5. Pricing and Availability of FuelPricing and Availability of Fuel

6.6. Counterfeiting and theft of productCounterfeiting and theft of product
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Track InterestTrack Interest
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FocusFocus
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SCRLC Track DiscussionSCRLC Track Discussion

Best Practices and Content for 28002Best Practices and Content for 28002

SCRLC April 2009
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28002 28002 ““Resilience in the Supply ChainResilience in the Supply Chain””

In ScopeIn Scope Out of ScopeOut of Scope

Supply Chain Risk Supply Chain Risk 
Quantification & MeasurementQuantification & Measurement

Preparedness, Business Preparedness, Business 
Continuity, and Recovery Planning Continuity, and Recovery Planning 

Security Risk ManagementSecurity Risk Management

Supply Chain Monitoring &  Supply Chain Monitoring &  
Crisis ManagementCrisis Management

Manufacturing, Transportation Manufacturing, Transportation 
and Logistics Resiliencyand Logistics Resiliency

Product and Materials ResiliencyProduct and Materials Resiliency

Others?Others?

Demand RiskDemand Risk

In addition to management system elements, the comprehensive ResIn addition to management system elements, the comprehensive Resilience in the Supply ilience in the Supply 
Chain will address the following components:Chain will address the following components:
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Supply Chain Risk Quantification & MeasurementSupply Chain Risk Quantification & Measurement

In ScopeIn Scope Out of ScopeOut of Scope

Risk Assessment Risk Assessment –– best practices best practices 
for performing a risk assessment for performing a risk assessment 
and impact analysis in the supply and impact analysis in the supply 
chainchain

Resiliency Metrics Resiliency Metrics –– metricsmetrics for for 
recovery time objectives in the recovery time objectives in the 
supply chain.supply chain.

??

Team:Team:
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Preparedness, Business Continuity, and Recovery PlanningPreparedness, Business Continuity, and Recovery Planning

In ScopeIn Scope Out of ScopeOut of Scope

Internal preparedness Internal preparedness –– focused focused 
on the individual organization on the individual organization 

External preparedness External preparedness –– focused focused 
on on ““SuppliersSuppliers”” and the extended and the extended 
supply chainsupply chain

Supply Chain FootprintSupply Chain Footprint

Crisis ManagementCrisis Management

Supply Chain MonitoringSupply Chain Monitoring

Team:Team:
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Security Risk ManagementSecurity Risk Management

In ScopeIn Scope Out of ScopeOut of Scope

Risk minimization Risk minimization –– best best 
practices for prevention, avoidance, practices for prevention, avoidance, 
deterrence security threats in the deterrence security threats in the 
supply chainsupply chain

Intermodal Supply Chain Intermodal Supply Chain 
Security Security –– expanding on the expanding on the 
ISO28000ISO28000

??

Team:Team:
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Supply Chain Monitoring & Crisis ManagementSupply Chain Monitoring & Crisis Management

In ScopeIn Scope Out of ScopeOut of Scope

Monitoring Monitoring –– financials, weather, financials, weather, 
political, regulatory changespolitical, regulatory changes

Crisis Team Structure and Crisis Team Structure and 
CommunicationCommunication

Crisis communications both Crisis communications both 
internal and externalinternal and external

??

Team:Team:
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Manufacturing, Transportation and Logistics ResiliencyManufacturing, Transportation and Logistics Resiliency

In ScopeIn Scope Out of ScopeOut of Scope

Node Recovery Node Recovery –– alternate alternate 
manufacturing and logistics manufacturing and logistics 
recovery plans in the event of Near recovery plans in the event of Near 
Term or Long Term Disruptions.Term or Long Term Disruptions.

Supply Chain Design Supply Chain Design -- Elements Elements 
of a robust supply chain that of a robust supply chain that 
minimizes exposure to known risks, minimizes exposure to known risks, 
including methodologies to gather including methodologies to gather 
intelligence and utilize risk intelligence and utilize risk 
assessment data.assessment data.

??

Team:Team:
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Product and Materials ResiliencyProduct and Materials Resiliency

In ScopeIn Scope Out of ScopeOut of Scope

Component/Raw Material Component/Raw Material 
Mitigation Mitigation –– methods for prioritizing methods for prioritizing 
which products and components to which products and components to 
mitigate and mitigation best mitigate and mitigation best 
practicespractices

Design for Resiliency Design for Resiliency -- identify identify 
the design elements and decisions the design elements and decisions 
which impact resiliency.  Identify which impact resiliency.  Identify 
the consequences of making the consequences of making 
optimal risk choices and acceptable optimal risk choices and acceptable 
mitigations for known risksmitigations for known risks

??

Team:Team:
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Other Tracks?Other Tracks?

In ScopeIn Scope Out of ScopeOut of Scope

?? ??

Team:Team:
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