SCRLC Triennial Meeting: Jabil Circuit, St. Petersburg, FL
January 31, 2012 – February 1, 2012

Attendees (25)
[image: ]

· 
1

· John Brown – Coca Cola
· Marc Siegel – ASIS 
· Steve Miller – Navistar 
· Nick Wildgoose – Zurich
· Jim Rice – MIT
· Kirsten Provence – Boeing 
· Ken Konigsmark – Boeing
· Tyler Hooper – Cisco
· David Blackorby – WalMart
· Ravi Anupindi – University of Michigan
· Edward Erickson – IntraPoint
· Taylor Wilkerson – LMI
· Joe Robinson – Navistar (BCP)
· Craig Babcock – Proctor & Gamble
· Dave Pollard - FedEx
· Chuck Anderson – John Deere
· Bob Smola – John Deere
· Nancy Moore – RAND 
· Mark Mondello – COO Jabil 
· John Novotny – Jabil
· Noha Tohamy – AMR
· Bob Weronik – Alexion 
· Phil Renaud – DHL
· Rob Gilbert – GE Energy
· Brian Callahan – Boeing (Cyber Security)


Action Items: 
1. EVERYONE: 
a. Register and access the SCRLC Sharepoint; see instructions below
2. Kirsten: 
a. Email to members to volunteer at CSCMP (get details of email from Ravi)
b. 
3. New Work Products: 
a. Quantifying and Measuring Risk (Cisco’s Resiliency Index)
i. Idea origination: Bob Weronik question to Edward Erickson during his presentation.  Tyler is aware of the Cisco Resiliency Index.  
b. How does a company develop a standard practice to attain information on a company’s sub-tier suppliers (discussion from Ravi’s simulation platform discussion)
4. Evolution of the SCRLC
a. Edward Erickson: Create requirements to sustain membership
b. Ravi: PPT for students (Ravi)
5. Web Site
a. Bob Weronik: determine web developer scope of work and buy-in
b. Tyler Hooper: identify average annual costs based off of 3-year history
c. Web Site team – work with web designer/developer to identify initial costs and any recurring costs.
6. Symposium Planning Team 
a. Jim Rice: Get-it-planned
7. Prepare agenda and focus of Zurich meeting
a. Hot Topics
i. SRT Integration Forum report out (Edward Erickson)
b. Risk Management of Companies from Insurance Perspective – how are insurance (Zurich)
i. Risk identification in supplier selection and sourcing; impacts when risks aren’t considered in supplier selection
c. Financial Risk Assessment (Chuck Anderson)
d. Sub-team status review
e. Sub-tier risks
f. Mastery Spotlight
i. Risk Index – James Steele
g. Impacts of risks in country (inflation, aging population, etc.); impact on each other (WEF)
i. Could we get someone from WEF come and explain the report to explain what they’re doing on a global scale with governments and industry.
h. Lightening Round
Topics / Discussion: 
· History of the SCRLC – Edward Erickson
· Overview of New Member Companies
· WalMart – David Blackorby
· SCRM Tools & Events – Ravi Anupindi (Univ. of Michigan)
· DHL is willing to share the track they participated on in the CSCMP with Ravi from Chicago meeting a few years ago
· CSCMP Event in October: 
· SCRLC should present Best Practices guide
· Interested companies: 
· Phil from DHL is interested in participating
· Cisco is interested in participating
· SCRM Simulation Platform
· Sub-tier supplier risks, impacts from an event, etc. 
· Sub-tier suppliers that are at multiple levels of the tier structure (1, 2, 3 and beyond)
· Visibility of supply chains
· Supplier sharing constraints (supplier’s not willing to share information of their sub-tiers)
· What format is useful for companies: 
· Companies interested in participating in developing tool
· Contact Ravi at anupindi@umich.edu 
· Hot Topics: 
· Key findings from WEF on systemic supply chain risks (Nick Wildgoose)
· U.S. / Canada: Cross-border trade – Ken Konigsmark, Boeing
· Conflict Minerals – Kim Miller, Boeing (virtual) 
· 

· Panel Session: 
· Cyber Security in the Supply Chain
· Speakers: 
· Don Davidson (DD)  Chief, Outreach, Science & Standards (CNCI-SCRM) Trusted Mission Systems & Networks (TMSN) Office of the DoD-CIO
· Donald Fergus (DF) – Independent IT Risk Consultant 
· Edna Conway (EC) (Cisco) – Chief Security Strategist, Global Value Chain 
· Hart Rossman (HR) (SAIC) – VP & Chief Technology Officer for Cyber Programs
· Intro: 
· 2 aspects of cyber security
· Addressing security risk in supply chain
· Security of the products themselves and the IT within them (free of imbedded code that you don’t want in the product)
· Discussion Questions: 
· What do you see as your risks from supply chain cyber security? How could an “event” effect your organization?
· DD: Series of studies indicate that DoD capabilities were 20% reliant on IT communication; now 80% reliant.  
· Concerns are hacking into the weapons control systems to disrupt and disable systems
· DF: Supply chain has to expect the risk is a reality.  Risk need to be proactive and reactive
· Expect that the supply chain is already infiltrated and deploy tools to monitor and react to minimize
· EC: Depends on how you define cyber security events; perspective from Cisco is that they are deploying a capability with 4 foundational substances
· Counterfeit
· ????
· Deploying Overlay of security
· Protection of intellectual property (Cisco and its partners)
· An event that is a cyber attack – what type of back up mechanisms are available
· An event that changes the product at the end user point
· HR: looking at it from 2 perspectives
· How does the company stay in the defense industrial base?
· From a broader community aspect, how does it affect a community framework?
· An attack on a supply chain is more intrusive than just the product, but affects the trust and confidence in the community of that company and its product
· What actions are you taking to minimize cyber security risk in your supply chain? How are they coordinated (or not) with the more traditional SCRM roles?
· DD: some technologies are out there to trace products through the supply chain are underutilized.  US Gov’t tends to think they can solve things through regulatory practice; they’ve developed a stronger public/private partnership to develop a more trusting COTS product.  
· COTS products are developed to maximize market share, but they get so watered down that they aren’t useful.  Challenge for gov’t. 
· DF: information sharing is necessary to engage all vendors and suppliers, sub-contractors, etc.  Any vulnerability needs to be communicated immediately upon detection so that everyone can remedy the risk according to their standards.  
· EC: focus on crisis management from events; understand that security is the overlay and that there are continuity supply issues beneath that.  Tools have to integrate not only within your organization, but with your business partners, suppliers, and industry counterparts.  
· HR: Evaluate the policy frameworks that they operate in; must collaborate and coordinate through agreement.  
· What resources (standards, guidance, consortiums, etc.) have you identified to help you manage cyber security in the supply chain (tiered supplier)?
· DD: need to establish a baseline to measure risk
· DF: Need to look at entire supply chain holistically and systemically.  Everyone of the 3rd parties (internal or external) and raise the bar; need to establish a baseline to measure risk, but be careful not to look at compliance as security.
· EC: interesting challenge for Cisco due to outsourced capacity.  Need international standards; balance of traditional long standing techniques (contract terms, etc.); key to success is to differentiate your value as an OEM, but must come to table that agree on foundational best practice that must be embodied to ensure multi-tier holistic view is incorporated throughout the entire supply chain
· This council needs to bring this topic to the forefront 
· HR: make standards useful so that they can be easily deployed
· Questions from the room: 
· Rob Gilbert – GE: Government attacks on manufacturer website (e.g. China and Iran governments attacking corporate infrastructure), how is that being addressed
· DD: Doesn’t matter who the actor is; may be a spoofed IP address to re-route the origin
· DF: counterfeiting is the biggest issue now (medicine and IT lead the list)
· EC: from a practical perspective, it shouldn’t matter if it’s a state or personal attack.  It should be detected and reacted to in the same manner as if it’s a private attack
· Nancy Moore – RAND: Federal government have set high goals of 23% of large business goes to small businesses – mostly of wholesalers who are the most vulnerable to counterfeit parts;
· DD: Investigating use of qualified supplier list; US companies are all about cost and schedule and we need to enforce a performance requirement for our vendors
· HR: small businesses are more tactical in security where larger companies are more strategic.  Small businesses don’t have a lack of interest or effort, it’s a lack of infrastructure to deploy.  
· Sub-Team Working Session: 
· Jabil Company Overview – Mark Mondello, Chief Operating Officer Jabil
· Jabil Circuit, Virtual Facility Tour 

Day 2: 
· Mastery Spotlights
· Supply Chain Security – Ken Konigsmark 
· 

· Crisis Management Overview – Bob Weronik 
· 

· SCRLC Symposium – MIT (October 2012) 
· October 2012 – MIT (week of 8th or 15th) 
· SCRLC Meeting  - days 1 & 2
· SCRM Symposium – day 3 
Symposium Discussion: 
· Objective: 
· Influence & learn
· Learn what everyone is doing (processes), tools 
· Learn about leading practices
· Produce deliverable
· Get feedback on mapping supply chains
· Emerging Risks
· Interactive session talking about SCRM and Emerging Risks
· Solicit associate members to participate on working groups
· JIT system management
· Demonstrate value and return on investment
· What methodologies, technologies and tools are people using successful
· Learn from leading practitioners on SCRM
· Speakers on SCRM topics (presenter is leading authority on that topic)
· Preparation: 
· Ask attendees for information prior to event attendance
· Purpose: 
· Host event open to broader audience to learn about BP guide and what SCRLC is doing; obtain future SCRLC focus from feedback of audience.
· Build RM capability in SC industry
· Target Audience
· SCRLC Associate members
· No consulting firms
· Capacity of Symposium: 
· 50 – 75 (Classroom)
· SCRLC
· 25 Governance Board / Core
· 25 Associate
· MIT Partners
·  40 (Shippers / Carriers)
· Content: 
· History, Purpose, Intent
· BP overview
· How has it been used?
· Topic Panels: purpose: share best practice, influence, examine other practices in industry 
1. ROI
2. Identifying sub-tier risks
3. Emerging Risks and their costs
4. Demonstrate value and return on investment
5. What successful methodologies, technologies and tools are companies using 
· Planning Team: 
	Name
	Organization
	Email

	Jim Rice
	MIT
	jrice@mit.edu

	Joe Robinson
	Navistar
	joseph.robinson2@navistar.com 

	Edward Erickson
	Intrapoint
	edward.erickson@intrapoint.com 

	John Brown
	Coca-Cola
	jjbrown@coca-cola.com 

	Tyler Hooper
	Cisco
	thooper@cisco.com 


· Date: 
	Date Preference
	Symposium Date
	SCRLC Meeting Date

	1st
	10/10
	10/11

	2nd 
	10/30
	10/31

	3rd
	11/28
	11/29



· Discussion: Evolution of the SCRLC
· Fee based membership to cover costs
· Complexity with taxation and barrier for companies
· Cost Overview
· Website
· Development: ~$5000
· Editing for Newsletter: ~$1000
· Outcome: 
· Too complicated to introduce fee based membership.
· Alexion is offering the staff and funds to develop new web site
· LMI is offering staff for editing services
· Managing Crisis in the Supply Chain – Lessons from Toyota
· See file: RAND-Toyota_Managing_Crisis in the supply chain


· Meeting Close-Out
· PROs
· A lot of take away topics for new participants; very insightful 
· Diverse supply chains
· Networking
· Improvement Opportunities
· Lightening round of questions to connect with people on benchmarking
· Notes: 
· Tier 2 & 3 supplier task force to see what people are doing (Nancy)

[bookmark: Sharepoint]Sharepoint access for working groups:

· Please join the SCRLC SharePoint team site
· You have been invited to collaborate with the SCRLC using a SharePoint team site at The Coca-Cola Company. Carefully read this entire message and understand the registration process before you click the link to register.
·  Step 1 - Register and create your password
1. After reading this entire message, click the following link or paste it into the address bar of your browser. http://teamspaces.ko.com/kots/scrlc/default.aspx
2. On the Login or Register page, click Register.
3. Complete the Registration form. IMPORTANT: In the Contact Information section, type the email address of the employee who is requesting you have access: jjbrown@coca-cola.com.
4. Click Submit.
5. Read the Network Access Agreement and click Agree and Continue.
6. Type at least five answers on the Set Answers to Authentication Questions form and click Submit.
7. On the Assign Password form, create a password that complies with the Password Policy shown on the form, and click Submit.
· You will receive an email indicating you have successfully submitted your request.
·  Step 2 - Wait for Approval and receive your KO User ID
· The Coca-Cola Company employee who invited you must now approve your registration.
· After your registration is approved, you will receive an Access Request for SharePoint completed email containing your KO User ID. You will need this KO User ID to login to the SharePoint team site.
·  Step 3 - Wait for Membership to the SharePoint team site
1. The Coca-Cola Company employee who invited you must now add your name to the membership list of their SharePoint team site.
2. Once you are granted membership to the team site you will receive a Welcome to SharePoint email.
3. Open the Welcome to SharePoint email and click the link to Participate in the SharePoint site.
4. On the Login or Register page, type your KO User ID and Password and click Login.
5. The SharePoint team site is displayed. You may now collaborate on the SharePoint team site. Depending on the access you have been granted, you will be able to read and possibly contribute information and files. 
· Tip: We recommend you add the SharePoint team site to the Favorites menu of your browser in order to easily access it in the future.
· Important Note: Once you have your User ID and Password, you DO NOT need to register again. If you are invited to participate in other SharePoint team sites, you can use the same User ID and Password.
· Need Help? External Business Partners can call the 24/7 help desk at (U.S. direct) +1-404-676-0606.



Future Meeting Schedule:
· 2012: 
· Jun 20/21 – Zurich 
· Zurich Development Center
· Keltenstrasse, Switzerland
· http://www.zurich.com/developmentcenter/home/home.htm 
· October – MIT (week of 8th or 15th) 
· SCRLC Meeting  - days 1 & 2
· SCRM Symposium – day 3 
· 2013:
· January, Wal-Mart; Bentonville, AR
· Week of: 
· June, Navistar, Chicago, IL
· Week of: 
· October, John Deere, Manheim Germany
· Week of: 
· 2014:
· January: RAND, Santa Monica, CA
· Week of: 
· June: Alexion - Cheshire, CT
· Week of: 
· October: Procter & Gamble, Cincinnati, OH or EUROPE or ASIA
· Week of:
· 2015: 
· January: 
· 
· June: DHL, 
· 
· October
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BOEING is a trademark of Boeing Management Company.
Copyright © 2009 Boeing. All rights reserved.

Proprietary:
The information contained herein is proprietary to The Boeing Company and shall not be reproduced or disclosed in whole or
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Dodd Frank Act  Section 1502 (Conflict Minerals) 



Kim Miller

January 29, 2012





*

Use this template for:



Program Reviews

 and 

internal/external BCA meetings









COPYRIGHT © 2009 THE BOEING COMPANY  

 Supplier Management



Filename.ppt | *

Dodd Frank Act – Conflict Minerals (Section 1502)

Background



		Wall Street Reform and Consumer Protection Act -2010



Law requires companies:  “to disclose annually whether conflict minerals that are necessary…did originate in the Democratic Republic of Congo…”

Prompted by US Congress’ concern 

		Exploitation and trade of conflict minerals originating in the Democratic Republic of Congo and neighboring countries (DRC)

		Helping finance conflict characterized by extreme levels of violence in the eastern DRC (sexual and gender based violence contributing to an emergency humanitarian situation)



Conflict Minerals

		Tin, Tantalum, Tungsten and Gold

		SEC regulated activity



All companies filing SOX disclosure under U.S. law

		Final SEC ruling and requirements expected  1Q2012



First reporting period is 12 months after the final ruling (Dec. 2013)



Annual Reporting Requirement
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Use of Conflict Minerals

Impact is Widespread

Industry Engagement

		Aerospace Industry Association (AIA)

		National Association of Manufacturers (NAM)

		Electronic Industry Citizenship Coalition/ Global e-Sustainability Initiative (EICC/GeSi)
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Proposed Program Implementation

 Disclosure requirements: Dodd Frank 



Step 1

Determine if issuer is subject to section 1502

Issuer files reports with SEC under the Exchange Act

Conflict minerals necessary to the functionality or production of product 

Provision applies even if the metal is not ultimately found in the final product

necessary in the process

Step 2

		Determine if Conflict Material originated in DRC 

		“Reasonable” country of origin inquiry

		Issuer  conduct a thorough investigation (burden to meet the standards would be “significant”)

		 Issuer will declare whether its products are “DRC conflict free” (annual report)

		 Disclosure required due diligence approach/process



Step 3

		Conduct supply chain due diligence

		Perform due diligence  to the point of smelters and refiners; ultimately mine of origin if the issuer uses minerals from DRC

		Detailed Minerals Report

		Describes the due diligence efforts 

		Private sector audit performed on the supply chain & source

		Description of the products & facilities where DRC materials may have been used

		Conduct 3rd party verification



Mapping of Supply Chain to Smelter/Refiner
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Next Steps

Conflict Minerals

		Communicate requirements to Supply Chain- 4Q2011

		Participate in Organization for Economic Co-Operation and Development (OECD) pilot program 

		Next meeting May 2012

		Demonstrate and document 

		Enterprise policy 

		Aerospace Industry Association

		Lead Industry workgroup
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Conflict Minerals Section 1502
Uses of conflict minerals

Industries using
the metal

Electronics
Automotive
Industrial equipment
Construction

e Electronics

o Medical equipment
Industrial tools and
‘equipment
Aerospace

Tantalum

Electronics
e Lighting

Tungsten | qustrial machinery

Jewelry
Electronics
Aerospace

‘Sourse:
7" SEC Retease o, 3463547 Fie o, 74010
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3 wadpeda
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Common
applications

Solders for joining pipes
and circuits

Tin plating of steel
Alloys (bronze, brass,
pewter)

Capacitors (in most
electronics),

Carbide tools

Jet engine components

Metal wires, electrodes,
electrical contacts
Heating, and welding
applications

Jewelry
Electric plating and IC
‘wiring

% world-
supply from

DRC

Commercial
Ores*

Cassiterite

Coltan
(columbite-

tantalite) 15-20%

Wolframite,
Scheelite,
Ferberite,
hiibnerite

Various free and
combined forms

* Note: Bold indicates “conflict mineral”
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Shared Services Group
Security and Fire Protection

BOEING is a trademark of Boeing Management Company.
Copyright © 2010 Boeing. All rights reserved.



Supply Chain Security: 

An Integral Element of SCRM



 







Ken Konigsmark

	Sr. Mgr, Supply Chain & 

Aviation Security Compliance





Boeing Proprietary



Boeing Proprietary
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Purpose	

		SCRLC awareness of increasing post-9/11 supply chain security (SCS) requirements/risks; impacts on supply chains



		Understanding of the evolving, broadening realm of SCS



		Understanding of how effective SCS is essential to reliable, efficient business operations



		Recognition that SCS is integral to an effective supply chain risk management program
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 The Priority Global SCS Risk

Terrorist attack via cargo shipment, e.g. Yemen bomb (Oct 10)

		Ports and border crossings closed

		Trade disrupted; economies damaged

		More regulation/inspections





Potential impact to industry?

		Supply chains, production lines and distribution disrupted

		JIT concepts unworkable

		Regulatory impacts/costs





Yemen printer bombT

2
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Mutual Recognition

FUTURE: US Exports? Cargo carrier screening? Container security devices?

GLOBAL



World Customs Organization SAFE Framework of Standards



INTERNATIONAL	Sweden (Stairsec), EU (AEO), Canada (PIP), New 				Zealand (SES), Japan (Asia Gateway Initiative), 				BASC, Jordan, (Golden List), Singapore (Secure 				Trade Partnership), Australia, China, US (C-TPAT)







US



Congress/DHS







SAFE Port Act

9/11 Commission Act

Other agencies









TSA

CBP

FAA, FDA, Commerce, etc.

TWIC (Transportation Worker Identity Card)

100% U.S. air cargo screening (Aug10)

100% International air cargo screening

New air cargo advance data requirements?

C-TPAT 

CSI (Container Security Initiative)

FAST (Free & Secure Trade)

SFI (Secure Freight Initiative)

Importer Security Filing (10+2)

100% Ocean Container screening (?)





Shared Services Group | Supplier Management | Supply Chain Security

Copyright © 2007 Boeing. All rights reserved.

*



Expanding SCS Realm/Risks

		Traditional SCS concerns:

		Theft, contraband, tampering/contamination, counterfeit goods

		Emerging SCS concerns:

		Counterfeit parts

		Cyber-security/Trojan horses

		Intellectual property loss

		Supply chain data security 

		Regulatory compliance/penalties; advance shipment data reporting

		Conflict minerals

		Public relations impacts
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U.S. Customs and Border Protection has agreed to waive $500 million in penalties accumulated by the Union Pacific Railroad following the discovery of illegal drugs on trains originating in Mexico.



   In exchange, UP will invest $50 million in security systems to prevent criminals from using its network to smuggle people and contraband across the Southwest border.



   The settlement resolves a long-running dispute over whether CBP is authorized by law to issue such civil penalties and quickly puts money to use enhancing supply chain security on the rail system. UP argues that it is a victim of smuggling and should not be penalized because Mexican railroads bring trains to the border and drugs are planted in the cars before the rail carrier takes control of them. In fact, Customs takes initial control of railcars entering the country from Mexico.

 

   “It is in the best interest of all stakeholders that all appropriate steps are taken to secure the U.S. border against the smuggling of contraband and to ensure supply chain security now rather than years from now,” CBP Commissioner Alan Bersin said in a statement.



	

   Under the agreement, UP will invest in infrastructure, personnel and technologies such as intelligent video scanning, global positioning systems and radio frequency identification tracking of rail movements, over the next five years. The two parties will determine what specific upgrades to make in the coming months.

	

August 2011:  “CBP to Mitigate UP Drug Smuggling Fines”  
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Customs-Trade Partnership Against Terrorism (C-TPAT)

		US Customs and industry partnership 

		to prevent use of import shipments to smuggle terrorists or weapons of terror into the U.S.



		Must assess and enhance your security practices and those of your international supply chain partners 



		Why Important? If not engaged in C-TPAT:

		> cargo inspections = cost = delays = production impacts





*

Service culture and mindset: 

		Skilled and Motivated people:  

		Leadership Symposium

		Talent management

		Employee communication

		Emphasize ethical conduct, training awareness

		LT Ethics moment

		Ethics Reconciliation Day in September
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Enabling Your Supply Chain: C-TPAT Benefits

Boeing cargo is 7.26 times LESS likely to be inspected/delayed

Other benefits:

- ISA Program

-Post-incident priority

- Supply chain data/ visibility

- Cost savings










Analysis Document



Anaheim, CA
March 18, 2010



State of the Program



Bradd M Skinner
Director, C-TPAT/Industry Partnership Programs











2009 Accomplishments



Exceeded its target of 3,200 validations for the year by 
conducting 3,422 validations involving 4,131 physical site visits.  
Performed the field work and testing necessary to allow CBP to 
proceed with the signing of  a mutual recognition arrangement 
with the Government of Japan
Initiated several strategies to harden supply chains coming 
from Mexico 
Issued an updated and enhanced version of its Best Practices 
catalog
Conducted the first annual Northern Border Highway Carrier 
conference and four hands-on Southwest Border workshop 
sessions both of which were in addition to carrying out the  
Annual C-TPAT conference and more than 90 outreach 
sessions for stakeholders throughout the world. 
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Partner Growth



Recession
Begins



C-TPAT 
projects 



our 
10,000th



Certified 
Partner 



will in the 
summer 
of 2010 











Partnership Performance



94% of all 
Validation 
Reports to 
Partner On 



Time. 
Average = 
47.3 Days



Late 
Validation 



Responses 
from 



C-TPAT 
Partners



45% were 
not within 
90 days











2010 Work plan



2800 Validation Goal
Revalidation all Mexico Highway Carriers
Accelerate Revalidations of certain higher risk Mexico Manufacturers
Revalidate importers, carriers and manufacturers on a 3 year cycle, all 
other sectors every four years
Move Tier 3 importers to a 4 year revalidation cycle  



Establish an Internal Evaluation and Assessment Branch
Supply Chain Security Specialist and CBP officials with extensive field 
experience 
Achieve consistency, uniformity and streamline processes throughout the 
program 
Deficiencies are identified, ensuring corrective actions take place to 
strengthen the program











2009 Validations and Visits



Number of 
Validations Number of Site Visits



1,176



2,246



Initial Validaitons Revalidations Number of Site Visits



3,422
4,131



Over the last 18 months, 
C-TPAT has enhanced its 
data collection methods



Data has been collected 
from these validations 
and visits



This data allows for 
detailed trend analysis 
by: validation, visits, 
entity type and criteria 
requirements











Average Actions Required By Company Size
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Validation Analysis
Top 10 Countries by average number of Actions Required where there is 
at least 1 Action Required and there have been at least 4 visits.
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Automated Report Data Analysis
Comparing the average of Initial and Revalidations with at least 1 
Action Required across criteria categories



58% Reduction in Actions Required for Conveyance Security and 50% for Physical 
Access Controls and Business Partner Requirements.



Zero Reduction in IT Security, Personnel Security, Physical Security, Procedural 
Security, Security Training & Threat Awareness,  and Supply Chain Security Risk 
Management.
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International Outreach



Mutual Recognition Arrangements: 
New Zealand, Jordan, Canada, 
Japan



Technical Assistance Projects: 
Malaysia, Mexico, Philippines, 
Guatemala, China, Colombia, 
Israel, Ghana, Kenya, Taiwan



Mutual Recognition Projects: 
Argentina, Singapore, Korea, 
European Union











Mexico – Checks and Balances



•Cartels
•Infrastructure



•Modus 
Operandi



OutreachValidation



Industry 
Engagement Counter-measures











FY 2009 C-TPAT Benefits Comparison



Non C-TPAT C-TPAT



18.80%81.20%



9.96%



5.64%



3.20%



All Exam Types



Tier 1 



Tier 2 



Tier 3 











C-TPAT / Non-C-TPAT Exam 
Comparisons (FY09)



1 out of every 23 sea containers examined (Overall)



1 out of every 3.3 trucks examined (Overall)



1 out of every 38 C-TPAT sea containers examined



1 out of every 8 Non-C-TPAT sea containers examined 



1 out of every 5.36 C-TPAT Trucks examined



1 out of every 1.24 Non-CTPAT Trucks examined  



Tier 1: 1.99 times less likely to be examined



Tier 2: 3.71 times less likely to be examined



Tier 3: 7.26 times less likely to be examined



C-TPAT importers are examined on Average 4.31 times less than Non-C-TPAT











Exam Rate Example:
Sea Containers Trucks



Total 100 100
Non C-TPAT 
examined 13 81



C-TPAT examined 3 19



Difference 10 62



Average cost for 
each exam $1,000.00 $100.00



Total cost $10,000.00 $6,200.00
If the example was 
for 1K $100,000.00 $62,000.00











About the 2010 Partner Survey
Conducted by the University of Virginia Center for Survey 
Research



Questionnaire based on 2006 survey
Focus groups with participants gave valuable feedback
Simplified and streamlined
New questions about satisfaction with C-TPAT services and 
communication, and highway carrier issues



All current member companies were invited to participate



Survey fielded January – March 2010



3,909 valid responses



Improved response rate in 2010 over 2006: 47.9% vs. 29.3%











Based on partial data



Ease of Implementation of the 
C-TPAT Program



2006-2009 data not comparable
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Based on partial data



Benefit received from the FAST 
program
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Based on partial data



Potential 
Factors for 
Importers



Increased Stayed the
Same Decreased Unknown Does not 



Apply
Number



Responding



2006 2010 2006 2010 2006 2010 2006 2010 2006 2010 2006 2010



(%) (%) (%) (%) (%) n



Number of 
CBP 
inspections



6.6 11.9 44.1 35.5 35.4 33.8 12.9 16.0 1.0 2.9 814 1,467



Disruptions 
in supply 
chain



4.5 5.7 51.8 46.2 28.9 24.7 10.0 16.5 4.9 6.9 803 1,433



Lead time 8.1 6.6 60.0 54.0 18.6 16.0 11.0 15.9 2.3 7.4 812 1,455



Impact of C-TPAT Participation   
(Importers)











Based on partial data



Potential 
Factors for 
Importers



Increased Stayed the
Same Decreased Unknown Does not 



Apply
Number



Responding



2006 2010 2006 2010 2006 2010 2006 2010 2006 2010 2006 2010



(%) (%) (%) (%) (%) n



Supply chain 
visibility 29.4 29.5 56.4 50.9 .7 .8 8.9 12.8 4.6 6.0 809 1,443



Ability to 
predict lead 
time



24.3 14.5 56.8 54.9 4.2 3.9 11.9 18.7 2.8 8.0 810 1,444



Ability to 
track orders 22.2 18.0 60.9 59.9 2.2 1.3 8.6 13.0 6.1 7.8 805 1,446



Impact of C-TPAT Participation   
(Importers)











Based on partial data



Impact of C-TPAT Participation on 
Wait Times  (Highway Carriers)
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Percentages add up to more than 100











Based on partial data



How much do you trust your Supply Chain 
Security Specialist?
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Overall C-TPAT Experience



Not updated



26.4



16.8



24.2



32.6



18



14.9



25



42.1



0 10 20 30 40 50



It's too early to tell



The costs outweigh the benefits



The benefits and the costs are about the 
same



The benefits outweigh the costs



2010 2006











Looking Ahead



Northern Border High Carrier Conference



Annual Review of Minimum Security Criteria



Constant Process Improvement



Validation Performance Scorecard











Validation Performance Scorecard
Years in the making



Centralized data collection on minimum security criteria compliance and best practices. 



Score is based on performance during a validation, not 
exclusively on compliance. 



Will be placed directly in the validation report and scores will reflect Actions required, 
recommendations and best practices
Score will be based on a validation, a single point in time and will not be rescored after 
the validation response
Will not be used to dictate Tier Status, but as a guide to determine Tier status and 
benefits 
Scores will be compared to other companies in their business entity type



Scoring system based on: 
Seasoned SCSS experience across all C-TPAT field offices
Total actions required and recommendations weighted based on category and severity 
when compared to how many applied to the partner’s validation
Best Practices are considered extra credit











Tier II
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Recent SCS Initiatives

		C-TPAT and AEO mutual recognition:  Effective 6/12



		Dec 11:  US/Canada "Beyond the Border: A Shared Vision for Perimeter Security and Economic Competitiveness”



		Jan 25th: “US Global Strategy for Supply Chain Security”

		Equal emphasis on security and SCRM/resilience



		US Chamber of Commerce National Security Task Force 2012 Work Plan

		Cyber-security

		Regulatory proposals (Air Cargo Advance Screening by mid 2012)
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Supply Chain Security (SCS): Key Messages

		Expanding global supply chains increase security risks

		Security requirements growing, with risk, compliance and cost impacts

		SCS risks are broadening into new realms

		Effective SCS mitigates risks, enables a reliable, secure supply chain
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Microsoft Office PowerPoint 97-2003 Presentation
SCRLC Crisis Management Overview

Presented by:

Bob Weronik – Director, Global Security

Alexion Pharmaceuticals
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Crisis Management from 30,000 ft.

Crisis management at highest level requires:

Thinking thru how significant events will be addressed

Having a process to manage significant events

Communicating the process to stakeholders

Identifying crisis leaders within organization

Crisis management obstacles

Bi-directional communication with suppliers

Written comprehensive plans

Training

Delegation of authority

Upstream reporting

Executive  proclamation

ENS data migration
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Crisis Management Overview

Define events that would have a significant negative impact on the company

Communicate monitoring and reporting requirements to all employees

Determine who will receive and evaluate data

Decide who will serve on crisis teams

Decide how to notify crisis team members and where they will assemble

Decide who will manage various aspects of crisis

Determine when a crisis situation is resolved and how that will be communicated

Determine how you will continuously improve your crisis process
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PLAN VS PROCESS
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SCRLC	Resources

Crisis Management in a Nutshell

Crisis Management Core Components Checklist

Sample Crisis Management Plan

Sample Crisis Management Action List
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		Crisis Management Program - Core Elements Checklist						

						YES		NO

		1		Has the organization designated one person as the company crisis leader?		 		 

		2		If your organization includes more than one business entity, has a cross-business crisis management team been formed?		 		 

		3		Does your crisis management team meet periodically to review roles and responsibilities and the effectiveness of crisis plans and procedures?		 		 

		4		Does your crisis management team include representation from senior company leadership, human resources, legal, security, safety, communications, information technology and medical? (if such functions exist within your organization)		 		 

		5		Does the organization have internal and external crisis communications plans for use during crisis situations?  This plan should include one person designated as the company spokesperson regardless of number of sites impacted and business units impacted.		 		 

		6		Has the crisis management communications leader been trained in communicating with internal and external stakeholders in time of crisis?		 		 

		7		Are all crisis team leaders trained in roles and responsibilities, crisis plans and procedures and communications protocol?		 		 

		8		Does your crisis management team maintain an up-to-date listing of all business sites, addresses, primary points of contact (including after hours contact information)?		 		 

		9		Does your organization have a designated crisis management command center to assemble team members during a crisis situation?		 		 
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		10		Does your organization have a designated alternative crisis management command center in the event the primary site is unsuitable?		 		 

		11		Are the primary and alternate crisis management command centers equipped and been operationally and routinely tested?		 		 

		12		Does your organization have a designated crisis management leader at all business sites and in all critical functional area (I.e., supply chain, legal, human resources, etc.)?		 		 

		13		Does your organization have a defined emergency notification communications system (manual or automated) to facilitate communication with employees during a crisis situation? 		 		 

		14		Does your organization test the emergency notification communication system periodically, but no less than annually?		 		 

		15		Does the organization have a written crisis management plan including roles and responsibilities, crisis management procedures and communications protocols?		 		 

		16		Does the organization have a documented and communicated procedure for employees to report incidents and events to the crisis team 24 hours a day?		 		 

		17		Does your organization test the crisis management plan periodically at the business leadership level and all business sites, but no less than annually?		 		 

		18		Does the organization include the crisis management program, emergency notification communications system and incident and event reporting in new employee orientation?		 		 
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Sample Crisis Action Plan Tracking
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Closing Comments and Questions
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Microsoft Office PowerPoint 97-2003 Presentation
Managing Crisis in the Supply Chain – Lessons from Toyota

Notes from panel discussion for the 

Council of Supply Chain Management Professionals 

Southern California Roundtable 

January 12, 2012

Toyota Auto Museum
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Toyota Panelists

Fletcher Davidson:  Group VP & GM for Customer Service

Nancy Fine:  VP Vehicle Supply Chain

Nancy Davis:  VP Toyota Logistics Services

Alok Vaish:  VP & GM North American Parts Operations

Dave Depew:  Corporate Manager - Fleet/TRAC/TCUV
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Earlier Crises Helped Prepare Toyota for Japan and Thailand Disruptions 

2008 financial downturn 

Safety recall 

Developed closer relationships 

Internally – e.g., Toyota Motor Sales (TMS) and Toyota Motor Corporation (TMC) 

Externally - North American partners - suppliers, dealers/customers → more flexible

Improved communication was key
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2008 Financial Downturn

Demand dropped significantly → outside forecasts

Closed one North American plant due to lack of demand

Increased incentives
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Safety Recall

Needed a LOT of parts at the same time

Used a series of meeting to devise a strategy

Quietly shut all plants down to ship parts to dealers – “Biggest WOW story!”

Found a supplier that could make the part 

7 different sizes

Guessed at the number of each to start production

Sent personnel to the supplier

UPS set up at the end of the supplier’s production line to ship direct to dealers

Engaged dealer partners 

Met UPS trucks

Stayed open evenings and weekends

Provided rental cars/loaners to customers worried about driving their cars
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Japan Earthquake and Tsunami (1 of 4) 

Assembled a team after March 11, 2011

Twice daily calls with North American Parts and Toyota Motor Corporation → shared what they knew

Developed a lot of new tools to use in the future e.g., a system to automatically change paint colors due to metallic paint shortage  

Faced

Associates stranded in Japan and the U.S.

Power shortage – TMC shifted to working weekends which changed the flow of ships to North America

Disrupted transportation network 

Absence of information on Tiers 2 & 3 suppliers – some physical sites were gone…
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Japan Earthquake and Tsunami (2 of 4) 

Great Recession → more new vehicles in stock than normal

Sales and production forecast painted a bleak picture

Done three years out several times a year

Shared with dealers

Challenge → getting undamaged cars to dealers when production was reduced 75% 

70 % go by rail, railroads did not want to pull smaller trains

Worked with logistics partners to truck vehicles to another plant to consolidate volume and build a train, which added a few hundred dollars per vehicle 
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Japan Earthquake and Tsunami (3 of 4) 

400 to 500 part numbers were affected

Problems were in Tier 2 and Tier 3 suppliers 

Some parts made in North America required subcomponents made in Japan

Worked hard at stabilizing the supply chain

Focused on the customer

Supply

Leaned heavily on factories

Ran operations to make service parts

Worked with Tier 1 suppliers on assuring their supply

Demand 

Worked closely with dealers to change mindset → order what you need for real requirements – do not build stock

Dropped sales incentives

Total backorders remained at a constant number
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Japan Earthquake and Tsunami (3 of 4) 

Ended year with the lowest backorder rate they have had

Fill rate from facing parts distribution center 95.5 percent

Fill rate from system 98 percent

Outstanding lines currently about 5,600 out of about 100K part numbers

“A” class parts are about 50/month

Return to normal September 27, 2011 two weeks before Thailand floods!
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2011 Thailand Floods

Involved part numbers with high volume

Some subcomponents are common

Moved tooling to Japan

Both TMC and TMS worked with suppliers

TMS’s supplier development org. for aftermarket suppliers  

TMC’s org. that works with suppliers

Sent Toyota workers to supplier plants to help them
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Toyota’s Supply Chain Risk Management Process

Needs improvement –  many recent  solutions were “one-offs”

Include upstream vulnerabilities – in general they did not have a substitute for a Japan sourced part

Revisit sourcing  

Better manage and increase alternatives 

Strengthen supply and increase diversity, e.g., localizing supply
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Also Revisiting Contingency Plans 


Requirements are flowed upstream to Tier 1 suppliers

Some plans were in place, e.g., strikes, bankruptcy by partners

Developing new plans for more severe disruptions - focus more on how Tier 2 and Tier 3 are managed
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Don’t Abandon JIT

Rely on your network and increase the velocity of inventory → e.g., skip parts centers to move parts faster

Well trained workforce will help pull you through

Prioritize critical needs for parts in short supply 
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Back Up
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Managing Crisis in the Supply Chain -
Lessons from Toyota
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