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Scope

(U) The cargo supply chain is the process by which products or raw materials are physically moved from one entity or location to another. This process usually goes in order of manufacturer to business to consumer, but the chain may be from consumer to consumer, or business to manufacturer, or any combination. The cargo supply chain is generally known as "logistics" in the military. The civilian cargo supply chain has been described as a "Physical Internet" due to its similarity to the Internet both in structure and in size, and if a shipping facility or node is made unavailable, cargo can usually be quickly rerouted to other facilities.
   TSA protects the nation’s supply chain to ensure the freedom of movement and commerce.  This threat assessment encompasses movement of letters and small parcels under 500 pounds by ground and air movement from producer to the consumer.  Break-bulk and containerized cargos are not generally considered under this assessment, as these cargo transportation methods fall under other modal areas such as rail, maritime, and highway.

Intent

(U//FOUO) Intent to carry out attacks against the cargo supply chain is evidenced by the number of incidents that have been recorded against this mode.  However, in a large number of instances, the attacks have been carried out by “lone wolves” with no nexus to terrorist groups, but rather are for criminal or personal motives.  There is less evidence that domestic and foreign groups are targeting the cargo chain specifically, with the animal rights group Stop Huntington Animal Cruelty as the exception.  However, al-Qa’ida and other extremist groups have stated their general intent to attack western targets, and have successfully attacked numerous transportation assets, all of which are also used by the cargo supply chain.  While there is no specific reporting on intent to attack the cargo sector, and attacks on the sector tend to be incidental to other goals (i.e. attacking passenger aircraft or rail), such intent cannot be ruled out.   

Capability

(U//FOUO) Improvised Explosive Devices may be constructed for only a few dollars, and detailed instructions on their creation may be found easily online.  A hoax anthrax letter is even easier and cheaper to construct, costing only as much as a letter and a stamp, and requiring no special instructions or training.  Access to the cargo shipping system is ubiquitous; mailboxes, post offices, and courier services can deliver from any point in the country to any other point in the country, often with no requirement to show an ID.  Perpetrators of mail incidents are often difficult or even impossible for law enforcement to find.  Additionally, cargo supply companies employ millions of people to fill in every link in the chain, making gaining access to uniforms, trucks, packages, and sensitive areas relatively easy.   With these facts in mind, TSA-OI assesses that practically any individual or group within the US has the capability to attack the cargo supply system if they so choose.  However, the capability of a group or individual to hijack a cargo aircraft is more limited because of the difficulty in bypassing numerous security measures to get on board in the first place.  Even if an individual were to hide undetected within a piece of cargo, there is no guarantee that the person could successfully exit the package in order to hijack the plane, as cargo packages and boxes are often tightly stacked against other cargo.  

(U//FOUO) Key Findings

·      (U//FOUO) The top threat to the cargo supply chain are from domestic lone wolves using Improvised Explosive Devices, domestic extremist groups using Improvised Explosive Devices, and foreign extremist groups using various methods.
· (U//FOUO) The cargo sector is used by extremists for communication between individuals and groups, and has been used as a means to attack other targets, such as political leaders.  By attacking the supply chain itself, these groups would effectively deny themselves a useful tool for attacking more attractive targets.   
· (U//FOUO) Most incidents involving the cargo supply chain are considered criminal, and as such are handled by local authorities, which have the resources and knowledge to counter such threats.  
·  (U//FOUO) Due to the ease of their construction and the frequency of their use, hoax anthrax powder is the number one tactic actually used against the cargo supply chain.  
· (U//FOUO) TSA-OI assesses that practically any individual or group within the U.S. has the capability to attack the cargo supply system if they so choose.

· (U//FOUO) The cargo supply chain is resilient to direct attacks, and so terrorist groups may have little incentive to attack the cargo supply chain directly, and may find it more useful as a way to attack other targets instead, although TSA-OI does not exclude the possibility of attacks against symbolic supply nodes such as a major port or a U.S. Post Office.
Key Actors

· (U//FOUO) Lone Wolves:  A “lone wolf” is an individual with no known extremist group connections who plans and conducts an attack with little or no outside assistance.
  Many of the incidents involving the supply chain are linked to lone wolves, with motives such as criminal mischief, revenge, racist ideology, environmental extremism, or mental illness.  Throughout the United States incidents involving package bombs, hoax anthrax, threatening letters, or other tactics are reported on a daily basis.  Examples include:
· (U) Ted Kaczynski, USPER also known as “the Unabomber”, sent several mail bombs and was not caught for over 18 years.

· (U) A person calling himself “The Bishop” is suspected of having sent at least two IED packages to US businesses in early 2007.

· From 18 January to 7 February 2007, seven letter bombs were sent to various offices in the United Kingdom.  Ten people were injured, though all injuries have been fairly minor.  The bombings have been attributed to suspect Miles Cooper, now under arrest.

· (U//FOUO) Domestic Extremist Groups:  According to the FBI, left wing animal rights and environmental extremist organizations have conducted the majority of terrorist acts in the United States, although to date these groups have not killed any individuals. In contrast, groups such as the Ku Klux Klan and anti abortion extremists have seen a decline in their use of violence.18  Despite this decline however, right wing groups have been far more inclined to attack and kill individuals than animal rights groups.   

· (U) In 1995, the Alfred P. Murrah Federal Building in Oklahoma City was bombed by anti government militia sympathizers Timothy McVeigh and Terry Nichols.  Though not targeted at the supply chain, this incident illustrates that domestic groups and individuals do exist with the capability and intent to commit terrorist acts. 

· (U//FOUO) Foreign Extremist Groups:  Intelligence indicates that al-Qa'ida continues to develop plans for large-scale attacks.
  While al-Qa’ida has not threatened the supply chain specifically, there are other groups that have:
· (U) The group Stop Huntington Animal Cruelty (SHAC) has listed supply chain service providers to the company Huntington Life Services on their website.  While a UK centered group, the organization has significant ties with animal rights groups within the US, who themselves are known to conduct acts of vandalism or criminal trespass. 

·  (U) On 17 August 2005 over 400 hand made bombs went off in a coordinated attack in Bangladesh, attributed to an outlawed group, the Jamatul Mujahideen Bangledesh.
  This group has no known links to U.S. extremist groups, but the incident attributed to them illustrates the feasibility of a mass package bombing campaign.

· (U//FOUO) Insiders.  An insider is an individual with authorized access to sensitive areas, equipment, or information, and could conceivably belong to any of the above groups.  Due to their access, an insider can potentially negate most countermeasures put in place to detect and deter hostile action against a facility or location.  Examples include:

· In 2003, there were 86 convictions involving US Postal Service personnel on a variety of charges.
  

· In 1998, insiders at a large US cargo shipping company where involved in facilitating the importation of illegal animal shipments into the United States

Tactics

· (U//FOUO) IED: Improvised explosive devices are non-standard devices, usually made from materials that are easily obtained.
  The term IED has existed for quite some time, but has become more familiar to the general public due to the media attention generated by the war in Iraq.  IEDs such as pipe bombs may be built from black powder, a pipe, and a fuse, all of which are readily available throughout the United States.  Even prisoners have been able to make and mail IEDs.
  However, according to the Postal Inspectors, IEDs sent through the mail system are very rare; there were only 2 mail bomb incidents in 2006.
  However, the knowledge and materials necessary to build and emplace IEDs are fairly widespread.  

· (U) According to ATF statistics, in 2003 there were over 386 bombing incidents in the United States, killing 7 people and injuring 53.

· (U) Over 1258 US fatalities in Iraq have been attributed to IEDs.
   

· (U//FOUO) CBRN:  If a radiological dispersal device (RDD or “dirty bomb”) were to target the supply chain directly, it would be most likely to explode indoors, thereby limiting the dispersal of radioactive material, or in transit, thereby making the number of people affected unpredictable.   However, due to the common fear of radiation in our society, the psychological effect of such an incident would likely be significant.  A cargo supply node such as a warehouse or processing facility could be shut down for months, or even years in such an event.  However, other types of radiological and biological attacks involving the supply chain are not unknown.  In the most famous incident, anthrax was sent to several well-known media and political figures.  5 people were killed, and the cargo supply chain was significantly disrupted.
  No perpetrator has yet been identified, and no other hostile incident involving anthrax has occurred.  Although the anthrax attacks caused fear among the US population, it did not shut down the entire supply chain in the same manner that the 9/11 attacks shut down aviation for several days. Other incidents include:

· (U) On 2 February 2004, the biologically derived toxin ricin was discovered in a U.S. Senate mailroom.
   

· (U) On February 24, 2005, envelopes containing a green powder were sent to the U.S. Embassy in Brussels, the Royal Palace, NATO Headquarters, the Belgian Ministry of Foreign Affairs, and the European Parliament.  The powder was determined to be relatively harmless uranium tetra fluoride.
  

· (U//FOUO) Hoax Anthrax Threats:  A review of open source traffic showed at least 94 hoax anthrax incidents in 2005, and well over a hundred similar incidents in 2006.
  There is evidence to suggest that this is an understatement of the actual number of hoax incidents, as it has been reported that there were over 15,000 powder incidents in the wake of the anthrax attacks of 2001.
  Such hoaxes have targeted courts, universities, abortion clinics, businesses, government officials, and many other targets.  Response to these incidents use up valuable resources and as such, may contribute to a decrease in prompt reporting of a real incident by the public, for fear of  “crying wolf”.  The high volume of incidents may be attributed to the extreme ease of setting up such a hoax; all that is required is an envelope, a stamp, and any type of powder.     

· (U) Clayton Lee WaagnerUSPER was convicted in 2003 for mailing over 280 hoax anthrax letters to abortion providers around the country.

· (U//FOUO)  Attacks against Aviation Cargo: If hijacking were the goal, the first step in this type of attack scenario is to get control of the aircraft.  There is almost no way to gain access to the cockpit by hiding in the cargo hold of a passenger aircraft, effectively rendering this scenario moot.  Hijacking an all-cargo aircraft, while perhaps not as gratifying to a terrorist, is much more feasible and, therefore, more likely.  Certain vulnerabilities exist for all-cargo aircraft that do not exist on passenger aircraft.  For example, the configuration of cargo aircraft, to include the occasional lack of hardened cockpit doors (or any doors at all) between the aircrew and the cargo, leaves open the possibility of a terrorist hijacking the aircraft for use against a ground target.
  Other threats, such as putting an explosive in the cargo hold of an aircraft, cannot be ruled out.  
· (FOUO) In November 2003, reporting suggested that "plans may be underway" for an al-Qa'ida attack involving flying commercial cargo aircraft loaded with explosives into nuclear facilities within the United States.  The flights were to originate outside the United States.20
· (U)A SAM-7 missile struck a DHL owned Airbus-300 on 22 November 2003 in Iraq.  However, it is not believed that the aircraft was targeted due to its status as a cargo aircraft.
· (U) A Russian cargo plane was shot down 23 March 2007 over Mogadishu, Somalia.  It is believed that a man-portable air defense missile (MANPAD) or rocket propelled grenades (RPG) were to blame.
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