Governance Track Membership

Track Leads & Existing Governance Members

Preparedness, Business Continuity, and Recovery Planning

Lead: Karen Juhl (Boeing)

Members: Mike Steckel (Genentech), Jane Khoury (CISCO), Brian Peng (FoxConn), Craig Babcock (P&G), Howard Mitchell (Medtronic)
TBD (John Deere)
Regulatory (New Track)

Lead: Erin Thomasson (Expeditors International)
Members: Ken K (Boeing), Chris Patterson (GE), TBD (CISCO), Sheryl Byrd (GE), Rob Munyon (Genentech)

Supply Chain Security
Lead: Ken Konigsmark

Members: TBD (EI), Scott Dedic (Sony), Bob Weronik (GE), TBD CISCO, TBD (RAND), TBD (LMI)

Supply Chain Monitoring &  Crisis Management 

Lead: Bob Weronik
Members: Joe McMorrow (CISCO), TBD (John Deere), Chris Patterson (GE), TBD (TSMC)
Supply Chain Risk Quantification & Measurement

Lead: Fred Hartung (Jabil), John J. Brown (Coca cola)
Members: Lance Solomon (CISCO), Dave Morrow (IBM), Ravi (UofM), Nancy Moore (RAND), Taylor Wilkerson (LMI), Rob Munyon (Genentech), TBD (John Deere), Chris Patterson (GE)

Manufacturing, Transportation and Logistics Resiliency

Lead: John O’Connor and Robert Larson
Ernest Perkins (CCAT), TBD (Foxconn), TBD (Celestica), TBD (FedEx), TBD (EI), TBD (GE), TBD (RAND)
Product and Materials Resiliency

Lead: Chris Patterson (GE)
Members: Bindiya Vakil (CISCO), Heinrich Steins (John Deere), TBD (RAND)

Preparedness, Business Continuity, and Recovery Planning

Objective: Assess your internal recovery capabilities and assess your suppliers’ recovery capabilities

- Internal: Business Processes within your company

- External: Sourcing and Logistics

- What are the elements of a robust business continuity program?
- Financial Audits as part of BCP
· How frequently?
· Private supplier financial data collection (minimum data required for the Z-score)

- Which are your primary suppliers?  Prioritization of who to require BCP plans from.

- Require that each supplier also require this from their strategic suppliers

- Need a template where data and elements can be implemented.  Framework with standard criteria that can help to rank/grade a company’s plan.  (Small – Medium businesses)
- Tiered  Certification?  Indicates at which level of certification your company achieved.  Aligned with maturity of the program.
Out of Scope
Customer Failure – Not expecting customers to complete BCP plans

Market Volatility – Operational Risk

Quality – Operational Risk (Reference Only, governed by other standards)
Regulatory Compliance (New Track – not ISO)

Objective 1: Get information out there to shape policy and inform policy makers and partner with an organization that can lobby policy makers.
Objective 2: Provide input to the ISO standard development team.
Objective 3: Best Practice Sharing with the council

Regulatory Compliance Track feeds Risk Quantification and BCP
* Evidence that you can Assess the risk (impact analysis – cost and time) that regulatory compliance can have on your supply chain.

* Evidence that you have a framework in place to implement new regulatory requirements.
* Evidence that you can effectively monitor and manage impending legislation that could affect your supply chain
BCP: Asking the above without managing the compliance

Risk Quantification: Understanding your suppliers level of risk based on the regulatory agencies affecting them.

Out of Scope:

Supply Chain Security

Supply Chain Security
Objective:

Manage Risk, Secure, Test from point of origin to point of destination (needs to be defined with a Risk Assessment)
Preparedness – Assessment of physical security (product tampering, theft, counterfeit, 
Monitor and re-assess capability
Requires Risk Assessment of your supply chain to understand the touch-points and sections of the supply chain that need to be analyzed
(Marc Siegel)

> Risk minimization – best practices for prevention, avoidance, deterrence security threats in the supply chain

> Intermodal Supply Chain Security – expanding on the ISO28000
Out of Scope:
IT Security
Intellectual Property (Copyright or patent infringement)

Supply Chain Incident Monitoring & Crisis Management 

Objective:

- Incident Monitoring – Supplier Financials, Labor, Natural Disasters, Pandemic, Political, Weather, Terrorism, Criminal Activity, Security Breaches, Infrastructure
- Ability to identify if Events have impact or potential impact to your supply chain
- Evidence of recovery playbooks for strategic supply chain locations for multiple disruption types (preemptive and reactive)

- Crisis Team Structure

- Crisis communications both internal and external
- Crisis Drills at least once yearly 
* Provide a Template with the basic elements of a typical crisis plan for a drill including scenarios/exercises.

- Evidence of documentation and learning of past events to improve the quality of BCP
- Incident Severity will dictate Crisis Response
BCP: Relies on BCP data to effectively map the supply chain including crisis contacts throughout the supply chain.
Out of Scope:

Operational Events – Line Stops, Market Driven Events, Quality
Brand Protection
Supply Chain Risk Quantification & Measurement

Objective:

** Standardize to ISO language (consequence vs. risk)
Risk Assessment – best practices for performing a risk assessment and impact analysis in the supply chain

- Probability of Event, Event Duration, Impact
  - Revenue, Impact (financial and non-financial impact)

- Detect-ability of an event in addition to Probability

- Prioritization of products/customers/segments/suppliers that require a risk assessment

- Generation of heat-maps against exposure showing levels of risk (need an example)

- Financial Assessment of key suppliers

- Assigning impacts to key risks:  ability to associate revenue exposure at the component/supplier/product level and understanding the costs to mitigate the risk
*Design for Resiliency: Require supplier/supply chain risk assessment at the design stage

Resiliency Metrics – metrics for recovery time objectives in the supply chain.  Supplier Resiliency, Product Resiliency, Node Resiliency (Internal and external suppliers)
Out of Scope:

Brand Protection, Currency, Commodity, Market Volatility
Manufacturing, Transportation and Logistics Resiliency

Objective: Implementing, developing and driving projects that improve resiliency.
Node Recovery – alternate manufacturing and logistics recovery plans in the event of Near Term or Long Term Disruptions.

Supply Chain Design - Elements of a robust supply chain that minimizes exposure to known risks, including methodologies to gather intelligence and utilize risk assessment data.
Out of Scope:

Product and Materials Resiliency

Objective:  Implementing, developing and driving projects that improve resiliency.
* Sustaining Products and New Products

Component/Raw Material Mitigation – methods for prioritizing which products and components to mitigate and mitigation best practices

Design for Resiliency - identify the design elements and decisions which impact resiliency.  Identify the consequences of making optimal risk choices and acceptable mitigations for known risks
Design for Resiliency: Require supplier/supply chain risk assessment at the design stage

** Provide Guidance and Industry Examples of Component and Supplier Resiliency Projects and Approaches.

Out of Scope:

